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(54) COMMUNICATION EQUIPMENT AND COMMUNICATION METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To surely synchronize switching of a scramble key with 
switching of scramble key information on a data stream by using a scramble key so as 
to scramble application data. 

SOLUTION: A time division frame controller 13 acquires a scramble key 
corresponding to a version numberattribute identification information of the scramble 
key and a time division frame ID of object application data for scrambling from a 
scramble key table 15 based on the time division frame ID and the version number of 
ECM data received from a time division frame monitor circuit 12. Then an application 
data ciphering processing circuit 14 scrambles a time division frame of desired 
application data by using the received scramble key and writes the attribute 
identification information to an area of the time division frame of the application data 
and provides an output of the result as a ciphered data stream. 



(21 Application number : 07-326810 
(22)Date of filing : 15.12.1995 



CLAIMS 



<hr size=2 width="100%" align=center> 



[Claim(s)] 

[Claim 1]A communication apparatus comprising: 

A multiplexing means outputted as one unenciphered data stream of a gestalt which 
carried out time multiplexing of at least one or more sending signalsand gave a time 
division frame of program-related-information data to a time division frame of this 
multiplexing sending signal. 

A detection means to detect information about a scramble key which receives this 
unenciphered data streamsupervises each time division frame of this unenciphered 
data streamand is contained in this time division frame. 

A scrambler means scrambled to a time division frame of a request of said sending 
signal using a scramble key according to information detected by this detection 
means. 

[Claim 2]The communication apparatus according to claim 1 wherein said sending 
signals are application data of any one or those combination of an audiovideoand data 
and said program-related-information data is the ECM data included information on a 
scramble key. 

[Claim 3]The communication apparatus comprising according to claim 2: 

A version number a time division frame of said ECM data indicates an updating 

change order of a scramble key to be. 

An information indicator in which it is shown whether transmitted data of a time 
division frame of this ECM data are effective. 

Including time division frame IDsaid scrambler meansA time division frame monitor 
means which supervises ID of each time division frame in response to an 
unenciphered data stream outputted from said multiplexing meansdetects a time 
division frame of said ECM data from this time division frame IDand takes out said 
version number and said information indicator. 

A scramble key management tool which makes information about said version number 
and a scramble key correspondand manages itAn application-data encryption 
processing means scrambled to a time division frame of desired application dataSaid 
information indicator.taken out by said time division frame monitor means and said 
version number are receivedA change of a scramble key is detected with a 
continuous change of this version number when this information indicator is 
effectiveBased on management information of said scramble key management toolit 
has the scramble key information corresponding to this version numberA time sharing 
frame control means to control said application-data encryption processing means to 
apply scramble to a time division frame of desired application data. 

[Claim 4]The communication apparatus comprising according to claim 2: 

Attribute identification information of a scramble key for which a time division frame 



of said application data is needed at the time of employment. 
Including time division frame IDsaid scrambler meansA time division frame monitor 
means which supervises ID of each time division frame in response to an 
unenciphered data stream outputted from said multiplexing meansdetects a time 
division frame of application data from this time division frame IDand takes out 
attribute identification information of said scramble key. 

A scramble key management tool which manages information on a scramble key. 
An application-data encryption processing means scrambled to a time division frame 
of a request of application dataAttribute identification information of this scramble 
key taken out by said time division frame monitor means is receivedA change of a 
scramble key is detected with change of attribute identification information of this 
scramble keyA time sharing frame control means to control said application-data 
encryption processing means to change a scramble key based on scramble key 
information on said scramble key management tooland to apply scramble to a time 
division frame of desired application data. 

[Claim 5]A multiplexing means outputted as one unenciphered data stream of a 
gestalt which attached a time division frame of ECM data which carried out time 
multiplexing of at least one or more application dataand included information on a 
scramble key in a time division frame of these multiplexing application dataReceive 
this unenciphered data stream and each time division frame of this unenciphered data 
stream is supervisedA change of a scramble key is detected from information included 
in a time division frame of ECM dataA scrambler means scrambled to a time division 
frame of a request of said application data using a scramble key corresponding to 
detected this informationHave an external input interfacechange scramble key 
information based on information inputted from this external input interfaceand ECM 
data is createdHave a key switchover control means to send out to said multiplexing 
meansand said key switchover control meansHave a scramble key generating 
meansan ECM time division frame ID-scramble key management toolan ECM schedule 
management meansa timerand an ECM preparing meansit makes only a required 
number generate a scramble key generating meansand a scramble key an ECM 
schedule management meansHave an external input interface and time division frame 
ID of application data and ECM data and a renewal change interval of a scramble key 
are inputted from this external input interfaceMatchmanage time division frame ID of 
said inputted application data and said ECM dataand an ECM time division frame ID- 
scramble key management toolWhat attached a version number and attribute 
identification information of a scramble key which express an updating change order 
with each scramble key generated in said scramble key generating meansWhile 
matching and carrying out registration management to time division frame ID of ECM 
data which received from said ECM schedule management meansand time division 
frame ID of application dataPass this management information to a scramble key 



management tool of said scrambler meansand a timerManage a renewal interval 
inputted from an external input interface of said ECM schedule management 
meansand an ECM preparing means creates ECM data in response to information 
which is carrying out registration management by said ECM time division frame ID- 
scramble key management toolAccording to renewal switching timing of a scramble 
key from said timerchange information on said scramble keysend out to said 
multiplexing means and said scrambler meansA time division frame monitor meansa 
scramble key management tooland an application-data encryption processing 
meansHave a time sharing frame control means and said time division frame monitor 
means supervises ID of each time division frame in response to an unenciphered data 
stream outputted from said multiplexing meansDetect a time division frame of ECM 
data from this time division frame IDtake out said version number and said information 
indicatorand said scramble key management toolManage information about a scramble 
key which received from said ECM time division frame ID-scramble key management 
tooland said time sharing frame control meansReceive this information indicator taken 
out by said time division frame monitor meansand this version numberand a change of 
a scramble key is detected with a continuous change of this version number when 
this information indicator is effectiveSaid application-data encryption processing 
means is controlled to apply scramble to a time division frame of desired application 
data with scramble key information corresponding to this version number based on 
management information of said scramble key management toolWhile said application- 
data encryption processing means applies scramble to a time division frame of desired 
application data with scramble key information received from said time sharing frame 
control meansA communication apparatus writing attribute identification information 
of this scramble key in arbitrary fields of a time division frame of these application 
data. 

[Claim 6]Have the following and said key switchover control means A scramble key 
generating means and an ECM time division frame ID-scramble key management 
toolHave an ECM schedule management means and an ECM preparing meansand said 
scramble key generating meansGenerate only a required number and a scramble key 
said ECM schedule management meansHave an external input interface and time 
division frame ID of application data and ECM data is inputted from this external input 
interfaceMatchmanage time division frame ID of said inputted application data and 
said ECM dataand said ECM time division frame ID-scramble key management toolA 
scramble key generated in said scramble key generating means is receivedWhile 
making it correspond to time division frame ID of ECM data which received from an 
ECM schedule management meansand time division frame ID of application data and 
carrying out registration managementPass this management information to a scramble 
key management tool of said scrambler meansand an ECM preparing means creates 
ECM data in response to information which is carrying out registration management 
by said ECM time division frame ID-scramble key management toolAccording to 



renewal switching timing of a scramble key from said timerchange information on said 
scramble keysend out to a multiplexing means and said scrambler meansA time 
division frame monitor meansa scramble key management tooland an application-data 
encryption processing meansHave a time sharing frame control means and said time 
division frame monitor means supervises ID of each time division frame in response to 
an unenciphered data stream outputted from said multiplexing meansDetect a time 
division frame of application data from this time division frame IDtake out attribute 
identification information of said scramble keyand said scramble key management 
toolManage information on a scramble key which received from said time division 
frame ID-scramble key management tooland said time sharing frame control 
meansReceive attribute identification information of this scramble key taken out by 
said time division frame monitor meansdetect a change of a scramble key with change 
of attribute identification information of this scramble keyand a scramble key is 
changed based on scramble key information on said scramble key management 
toolSaid application-data enciphering processing part is controlled to apply scramble 
to a time division frame of desired application dataA communication apparatuswherein 
said application-data encoding means gives scramble using a scramble key 
corresponding to information about a scramble key which received from said time 
sharing frame control means. 

A multiplexing means outputted as one unenciphered data stream of a gestalt which 
attached a time division frame of ECM data which carried out time multiplexing of at 
least one or more application dataand included information on a scramble key in a 
time division frame of these multiplexing application data. 

While managing an updating change interval of a scramble key which had an external 
input interface and was inputted from this external input interface for every time 
division frame of desired application dataA timer with an attribute identification 
information option with a function added to a time division frame of predetermined 
application data of an unenciphered data stream which changed attribute 
identification information of a scramble key based on this updating change intervaland 
was outputted from said multiplexing means. 

This unenciphered data stream outputted from said timer with an attribute 
identification information option is receivedSupervise each time division frame of this 
unenciphered data streamand a change of a scramble key is detected from 
information included in a time division frame of application dataA scrambler means 
scrambled to a time division frame of desired application data using a scramble key 
corresponding to detected this information. 

A key switchover control means to have an external input interfaceto change 
scramble key information based on information inputted from this external input 
interfaceto create ECM dataand to send out to said multiplexing means. 

[Claim 7]It has a scrambler means for key switchover control by which it had in one a 



function which a key switchover control means in the communication apparatus 
according to claim 5 hasand a function which a scrambler means hasA communication 
apparatus performing an input of information on a scramble keymanagementcreation 
of ECM dataetc. within said scrambler means for key switchover control. 
[Claim 8]A function which a key switchover control means in the communication 
apparatus according to claim 6 hasand a function which a scrambler means haslt has 
a scrambler means for key switchover control by which it had in one a function which 
a timer with an attribution information option hasA communication apparatus 
performing addition of an input of information on a scramble keymanagementcreation 
of ECM datamanagement of an updating change interval of a scramble keyand 
attribute identification information of a scramble key to a time division frame of 
desired application dataetc. within said scrambler means for key switchover control. 
[Claim 9]A communication apparatus adding a function which a scrambler means has 
to an original function of a multiplexing means as a function of a multiplexing means in 
the communication apparatus according to claim 5and performing detection of 
information about surveillance of a time division frameand a scramble keyscrambleetc. 
within said multiplexing means. 

[Claim 10]A function which a timer with an attribution information option has in the 
communication apparatus according to claim 6A function which a scrambler means 
has is added to an original function of a multiplexing means as a function of a 
multiplexing meansA communication apparatus performing detection of information 
about management of an updating change interval of a scramble keyaddition of 
attribute identification information of a scramble key to a time division frame of 
desired application datasurveillance of a time division frameand a scramble 
keyscrambleetc. within said multiplexing means. 

[Claim 1 1]A communication apparatus doubling a function which a key switchover 
control means hasand a function which a scrambler means has in the communication 
apparatus according to claim 5adding to an original function of a multiplexing means 
as a function of a multiplexing meansand performing key switchover 
controlscrambleetc. within said multiplexing means. 

[Claim 12]A function which a key switchover control means has in the communication 
apparatus according to claim 6and a function which a scrambler means hasA 
communication apparatus doubling a function which a timer with an attribute 
identification information option hasadding to an original function of a multiplexing 
means as a function of a multiplexing meansand performing addition of key switchover 
control and attribute identification information of a scramble key to desired 
application datascrambleetc. within said multiplexing means. 
[Claim 13]In the communication apparatus according to claim 6a function which a 
timer with an attribute identification information option hasA communication 
apparatus adding to an original function of a multiplexing means as a function of a 
multiplexing meansand performing addition of management of an updating change 



interval of a scramble keyand attribute identification information of a scramble key to 
a time division frame of desired application dataetc. within a multiplexing means. 
[Claim 14]It is a correspondence procedure transmitted to a receiving side device as 
one data stream which multiplexed at least one or more sending signals to time 
sharingand was divided by a time division frameCarry out time multiplexing of at least 
one or more sending signalsand it outputs as one unenciphered data stream of a 
gestalt Which gave a time division frame of program-related-information data to a 
time division frame of this multiplexing sending signalReceive this unenciphered data 
stream and each time division frame of this unenciphered data stream is supervisedA 
correspondence procedure detecting information about a scramble key contained in 
this time division frameand applying scramble to a time division frame of a request of 
said sending signal using a scramble key according to detected information. 
[Claim 15]The correspondence procedure according to claim 14wherein said sending 
signals are application data of any one or those combination of an audiovideoand data 
and said program-related-information data is the ECM data included information on a 
scramble key. 

[Claim 16]A version number a time division frame of said ECM data indicates an 
updating change order of a scramble key to beAn information indicator in which it is 
shown whether transmitted data of a time division frame of this ECM data are 
effectivelD of each time division frame of an unenciphered data stream by which time 
multiplexing was carried out is supervised including time division frame IDDetect a 
time division frame of ECM data from this time division frame IDand said version 
number and said information indicator are taken outA change of a scramble key is 
detected with a continuous change of this version number when this information 
indicator is effectiveBased on management information of a scramble key 
management table which has managed information on a scramble keyThe 
correspondence procedure according to claim 15 applying scramble to a time division 
frame of said desired application data with scramble key information corresponding to 
this version number. 

[Claim 17]The correspondence procedure according to claim 15 changing a scramble 
key based on key information of a scramble key management table characterized by 
comprising the followingand applying scramble to a time division frame of desired 
application data. 

Attribute identification information of a scramble key for which a time division frame 
of said application data is needed at the time of employment. 

ID of each time division frame of an unenciphered data stream outputted by carrying 
out time multiplexing is supervised including time division frame IDA time division 
frame of application data is detected from this time division frame IDattribute 
identification information of said scramble key is taken outa change of a scramble key 
is detected with change of attribute identification information of this scramble keyand 
it is the information on a scramble key. 



[Claim 1 8]It is a correspondence procedure transmitted to a receiving side device as 
one data stream which carried out time multiplexing of at least one or more 
application dataand was divided by a time division frameA multiplexing step outputted 
as one unenciphered data stream of a gestalt which attached a time division frame of 
ECM data which carried out time multiplexing of at least one or more application 
dataand included information on a scramble key in a time division frame of these 
multiplexing application dataReceive this unenciphered data stream and each time 
division frame of this unenciphered data stream is supervisedA change of a scramble 
key is detected from information included in a time division frame of ECM dataA 
scramble step scrambled to a time division frame of a request of application data 
using a scramble key corresponding to detected this informationBased on information 
set up beforehandchange scramble key informationand ECM data is createdConsist of 
a key switchover control step sent out to said multiplexing meansand registration 
management of attribute identification information and the version number is attached 
and carried out to each scramble key which generated only a required number and 
was made to generate a scramble key in said key switchover control stepRegistration 
management of time division frame ID of application data and ECM data set up 
beforehand is matched and carried outWhile passing this registration management 
information to a scramble key management table of a scramble stepECM data is 
created based on said registration management informationlnformation on said 
scramble key is changed according to a renewal interval of a scramble key set up 
beforehandln [ perform processing which passes said ECM data to said multiplexing 
device stepand ] said scrambler stepEach time division frame is supervised in 
response to an unenciphered data stream outputted from said multiplexing stepDetect 
a time division frame of ECM data from this time division frame IDand said version 
number and said information indicator are taken outA change of a scramble key is 
detected with a continuous change of this version number when this information 
indicator is effectiveBased on management information of a scramble key 
management table which made a version number and scramble key information 
correspondand has managed themscramble is applied to a time division frame of 
desired application data with scramble key information corresponding to this version 
numberA correspondence procedure performing processing which writes attribute 
identification information of this scramble key in arbitrary fields of a time division 
frame of these application data. 

[Claim 19]A correspondence procedure transmitted to a receiving side device as one 
data stream which carried out time multiplexing of at least one or more application 
dataand was divided by a time division framecomprising: 

A multiplexing step outputted as one unenciphered data stream of a gestalt which 
attached a time division frame of ECM data which carried out time multiplexing of at 
least one or more application dataand included information on a scramble key in a 



time division frame of these multiplexing application data. 

While managing an updating change interval of a scramble key set up beforehand for 
every time division frame of desired application dataA timer step with an attribute 
identification information option with a function which changes attribute identification 
information of a key based on this updating change intervaland adds attribute 
identification information of a key to a time division frame of predetermined 
application data of said unenciphered data stream. 

This unenciphered data stream outputted from this timer step with an attribute 
identification information option is receivedSupervise each time division frame of this 
unenciphered data streamand change of a scramble key is detected from information 
included in a time division frame of application dataA scramble step scrambled to a 
time division frame of a request of said application data using a scramble key 
corresponding to detected this information. 

Based on information set up beforehandchange scramble key informationand ECM 
data is createdln [ consist of a key switchover control step sent out to said 
multiplexing meansand ] said key switchover control stepRegistration management of 
time division frame ID of application data and ECM data beforehand set to a scramble 
key which generated only a required number and was made to generate a scramble 
key is matched and carried outWhile passing this information that is carrying out 
registration management to a scramble key management table of a scrambler 
stepProcessing which creates ECM data based on this registration management 
informationchanges information on said scramble key according to a renewal change 
interval of a SUKURANMBURU key set up beforehandand passes said ECM data to 
said multiplexing device step is performedln a scrambler stepID of each time division 
frame is supervised in response to an unenciphered data stream outputted from a 
timer step with an attribute identification information optionA time division frame of 
application data is detected from this time division frame IDattribute identification 
information of said scramble key is taken outa change of a scramble key is detected 
with change of attribute identification information of this scramble keyand it is the 
information on a scramble key. 

[Claim 20]A communications system which has one or more transmitting side devices 
and one or more receiving side devicescomprising: 

A multiplexing means outputted as one unenciphered data stream of a gestalt which a 
transmitting side device carried out time multiplexing of at least one or more sending 
signalsand gave a time division frame of program-related-information data to a time 
division frame of this multiplexing sending signal. 

A means to detect information about a scramble key which receives this 
unenciphered data streamsupervises each time division frame of this unenciphered 
data streamand is contained in this time division frame. 

Scramble is applied to a time division frame of a request of said sending signal using a 



scramble key according to information detected by this detection meansA 
descrambler means for it to have a scrambler means to output as an enciphered data 
streamand for a receiving side device to receive an enciphered data stream sent from 
said transmitting side deviceand to descramble using a descrambling key 
corresponding to said scramble key. 

A demultiplexing means to receive a descrambled this data stream and to dissociate 
for every sending signal. 

A displaying means which displays a separated this signal. 

[Claim 21]To a time division frame of a multiplexing sending signal multiplexed to time 
sharingat least one or more sending signals. It is a correspondence procedure which 
applies to which and transmits scramble to a time division frame of a sending signal of 
a request on one unenciphered data stream of a gestalt which a time division frame 
follows which attached a time division frame of program-related-information dataA 
scramble key is changed corresponding to change of information about a scramble key 
contained in the 1st time division frame in said continuous time division frameA 
correspondence procedure characterized by giving scramble using said scramble key 
to the 2nd time division frame that continues after this 1 st time division frame. 
[Claim 22]The correspondence procedure according to claim 21 wherein said sending 
signals are application data of any one or those combination of an audiovideoand data 
and said program-related-information data is the ECM data included information on a 
scramble key. 

[Claim 23]It is a time division frame of application data corresponding to a time 
division frame of said ECM data in said 2nd time division frame corresponding to a 
time division frame of ECM data in said 1st time division frameA version number a 
time division frame of said ECM data indicates an updating change order of a 
scramble key to beAs change of information about said scramble key including an 
information indicator in which it is shown whether transmitted data of a time division 
frame of this ECM data are effectiveThe correspondence procedure according to 
claim 22 using a continuous change of said version number when said information 
indicator is effective. 

[Claim 24]Said 1st time division frame A time division frame of application dataThe 
2nd time division frame is a time division frame of application data matched with a 
time division frame of these application dataand a time division frame of these 
application dataA time division frame of said application dataThe correspondence 
procedure according to claim 22 using change of attribute identification information of 
said scramble key contained in a time division frame of said application data as 
change of information about said scramble key including attribute identification 
information of a scramble key. 
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[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention about the system which requires privacy among 
the broadcasting systems or communications systems which transmit a multiplexing 
sending signal to a receiving terminalln the image distribution system according to a 
personal-computer-communications system or a personal computer especiallya 
CATV systema terrestrial broadcasting systema satellite broadcasting systema 
satellite communication systemetc.lt is related with the communication apparatus and 
correspondence procedure which can synchronize certainly the transmission 
switching sexagenary cycle of the time division frame included the change timing of a 
scramble key and the information on a scramble key which are applied to application 
data for secrecy-izing. 
[0002] 

[Description of the Prior Art]The change of the former and a scramble keyThe 
following is known as the technique of changing the entitlement control message data 
(Entitlement Control Message data: carry out abbreviated to ECM data below) which 
include the information about a scramble key in connection with it. 
[0003]Equipping a multiplexing means with the input port only for ECM data firstECM 
data makes the priority of multiplexing to a time division frame higher than application 
data inputted from other input portssuch as video and an audio. And the data inputted 
from each input port without changing a transmission rateMake it the processing time 
within a multiplexing means until Time Division Multiplexing is carried out and it is 
outputted from a multiplexing means become fixedor set up the maximum of required 
processing time within a multiplexing meansand the maximum processing time is made 
into fixed timeAs a scramble key is delivered to a scramblerit changes to the 
scramble key specified for every fixed processing time of the in the scrambler and 
scramble is appliedthe change of a scramble key and the change of ECM data are 
performed. 
[0004] 

[Problem(s) to be Solved by the Invention]Thussince the timing which multiplexes 
ECM data to a data stream is decided by a multiplexing means and change timing of a 
scramble key is performed with a fixed time interval within a scramblerWhen disorder 
produced that it was also temporarywithout completing processing by a certain cause 
to the fixed processing time set up within the multiplexing meansin spite of having 
updated the scramble keythe combination etc. of the application data inputted into a 
multiplexing meansThe ECM data included the information on an old scramble key 
may be transmitted as an effective thing. In such a casein a receiverit becomes 
impossible to solve the scramble concerning application data. Such a phenomenon is a 
neck systematically and there was a problem that service will be interrupted by a 



receiver temporarily. 

[0005]In the updating change technique of the conventional scramble keysince a 
multiplexing means and meanssuch as a scramblerwere not able to be respectively 
manufactured independently with independent specificationwhen giving privacy to the 
existing transmission line which did not need privacythey also had the fault that the 
multiplexing means of another specification was needed. High performance nature and 
stringent specification are required and such a multiplexing means becomes expensive 
also in price. 

[0006]The purpose of this invention is to provide the communication apparatus and 
correspondence procedure which may synchronize certainly the change of a scramble 
keyand the change of the scramble key information on a data stream. It enables it to 
prepare a scrambler means and a multiplexing means for the transmitting station side 
equipment independentlyand addition of the privacy to the transmission line which did 
not need the existing privacy aims at realization of a system with easy high flexibility. 
[0007] 

[Means for Solving the Problem]In order to attain these purposesa communication 
apparatus of this inventionlnformation about a scramble key on scramble scramble 
application data by making processing time within a multiplexing means regularity like 
a conventional exampleand a data stream is not synchronizedOn a data stream after 
multiplexingform a means to detect an updating change of scramble key 
informationand desired application data are scrambled using a scramble key 
corresponding to detected scramble key informationScramble and scramble key 
information which are applied to application data are synchronized. 
[0008]A communication apparatus indicated to Claim 5 containing the above- 
mentioned scrambler means is provided with the following. 
A version number contained in ECM data of a data stream after multiplexing as 
information for detecting a change of a scramble key (an updating change order of a 
scramble key is expressed). 

A multiplexing means outputted as one unenciphered data stream of a gestalt which 
gave a time division frame of ECM data to what carried out time multiplexing of at 
least one or more application data using an information indicator (it is shown whether 
transmitted data of ECM data are effective). 

Receive an unenciphered data stream outputted from a multiplexing meansand each 
time division frame is supervisedA scrambler means which detects information about 
a scramble key contained in a time division frameand is scrambled to a time division 
frame of a request of application data using a scramble key corresponding to detected 
information. 

A key switchover control means to have an external input interfaceto change 
scramble key information based on information inputted from the outsideto create 
ECM dataand to send out to a multiplexing means. 



[0009]A key switchover control means Among thesea scramble key generating means 
and an ECM time division frame ID-scramble key management toolHave an ECM 
schedule management meansa timerand an ECM preparing meansand a scramble key 
generating meansGenerate only a required number and a scramble key an ECM 
schedule management meanslt has an external input interfaceand time division frame 
ID of application data and ECM data is matched and managed among time division 
frame ID of application data inputted from the outsideand ECM dataand a renewal 
change interval of a scramble key. An ECM time division frame ID-scramble key 
management toolA scramble key generated in a scramble key generating means is 
receivedand while carrying out registration management of a version number which 
expresses an updating change order of a scramble key to eachand the thing which 
attached attribute identification informationthe management information is passed to 
a scramble key management tool of a scrambler means. Manage a timer and a renewal 
interval of a scramble key inputted from an external input interface of an ECM 
schedule management means an ECM preparing meansECM data is created in 
response to information which is carrying out registration management by an ECM 
time division frame ID-scramble key management toolinformation on a scramble key is 
changed according to renewal switching timing of a scramble key from a timerand it 
sends out to a multiplexing device. 

[001 0]A scrambler means A time division frame monitor means and a scramble key 
management toollt has an application-data encryption processing means and a time 
sharing frame control meansA time division frame monitor means supervises each 
time division frame in response to an unenciphered data stream outputted from a 
multiplexing meansand takes out a version number and an information indicator which 
are contained in a time division frame of ECM data. A time sharing frame control 
meansWhile judging existence of a change of a scramble key from a continuous 
change of a version number when an information indicator is effectiveinformation on a 
scramble key corresponding to the version number is acquired from a scramble key 
management tooland an application-data encryption processing means is passed. 
While an application-data encryption processing means scrambles a time division 
frame of desired application data based on information about a scramble key which 
received from a time sharing frame control meansAttribute identification information 
of a scramble key is added to arbitrary fields of scrambled application data. 
[001 1]A communication apparatus indicated to Claim 6 is provided with the following. 
As information for detecting a change of a scramble keyattribute identification 
information of a scramble key contained in application data of a data stream after 
multiplexing is usedA multiplexing means outputted as one unenciphered data stream 
of a gestalt which gave a time division frame of ECM data to what carried out time 
multiplexing of at least one or more application data. 

While managing an updating change interval of a scramble key which had an external 
input interface and was inputted from the outside for every time division frame of 



desired application dataA timer with an attribute identification information option with 
a function added to a time division frame of predetermined application data in an 
unenciphered data stream which changed attribute identification information of a 
scramble key based on an updating change interval of a scramble keyand was 
outputted from a multiplexing device. 

an unenciphered data stream outputted from a timer with an attribute identification 
information option is receivedA scrambler means which detects information about a 
scramble key contained in a time division frame in a data streamand is scrambled to a 
time division frame of a request of said application data using a scramble key 
corresponding to detected information. 

A key switchover control means to have an external input interfaceto change 
scramble key information based on information inputted from the outsideto create 
ECM dataand to send out to a multiplexing means. 

[001 2]A key switchover control means Among thesea scramble key generating means 
and an ECM time division frame ID-scramble key management toolHave an ECM 
schedule management means and an ECM preparing meansand a scramble key 
generating meansonly a required number generates a scramble key — an ECM 
schedule management means has an external input interfaceand matches and 
manages time division frame ID of application data inputted from the outsideand ECM 
data. An ECM time division frame ID-scramble key management toolWhile making it 
correspond with time division frame ID of ECM data and time division frame ID of 
application data which were received from an ECM schedule management means in 
response to a scramble key generated in a scramble key generating means and 
carrying out registration managementThe management information is passed to a 
scramble key management tool of a scrambler means. An ECM preparing means 
creates ECM data in response to information which is carrying out registration 
management by an ECM time division frame ID-scramble key management 
toollnformation on said scramble key is changed according to renewal switching timing 
of a scramble key from a timer with an attribute identification information option 
which manages a renewal change interval of a scramble keyand it sends out to a 
multiplexing device. 

[001 3]A scrambler means A time division frame monitor means and a scramble key 
management toollt has an application-data encryption processing means and a time 
sharing frame control meansA time division frame monitor means supervises each 
time division frame in response to an unenciphered data stream outputted from a 
multiplexing meansand takes out attribute identification information of a scramble key 
contained in a time division frame of application data. A time sharing frame control 
means acquires information on a scramble key from a scramble key management 
tooland passes it to an application-data encryption processing means while it judges 
existence of a change of a scramble key from change of attribute identification 



information of this scramble keyAn application-data encryption processing means 
scrambles a time division frame of desired application data based on information 
about a scramble key which received from a time sharing frame control means. 
[0014] 

[Embodiment of the Invention]About an embodiment of the inventiontwo or more 
working example is given and described below. 

[0015]working example 1 — the 1st working example that detects the change of a 
scramble key is first described from the version number contained in the time division 
frame of the ECM data on a multiplexing data streamand an information indicator. 
Hereas a multiplexing data streamthere are some which are described by MPEG-1 
SYSTEMS (ISO/IEC 11172-1) and MPEG-2 SYSTEMS (ISO/IEC 1381 8-1 )for example. 
It is equivalent to the session key called scramble keyfor example by the key 
arrangement in a charged scramble broadcast network. A time division frametime 
division frame IDa version numberand an information indicatorThe transport packet 
described by the MPEG-2 SYSTEMS (TSP:Transport Stream Packet)A packet 
identifier (PID:Packet Identifier)Version numberssuch as program specification 
information (PSI:Program Specific Information) (version number)It carries out 
considerable to current NeXT identifiers (current next identifier)such as 
PSIrespectivelyA version number is a value given in order of the updating change of a 
scramble keyand an information indicator is a value which shows whether the 
information included in the ECM data is effective or invalid. 
[001 6] Drawing 1 is a scrambler with the key change detection function in this 
invention. As for a time division frame supervisory circuit and 13in drawing 1 1 is [ an 
application-data encryption processing circuit and 1 5 ] scramble key management 
tables a time sharing flame controller and 14 a scrambler and 12. 
[0017]The input to a scrambler is the unenciphered data stream outputted by 
attaching the time division frame of the ECM data which multiplexed at least one 
application data to time sharing in the multiplexing deviceand included the information 
on a scramble key. The unenciphered data stream inputted into the scrambler is 
inputted into a time division frame supervisory circuit in order of the time division 
frame at the time of an input In a time division frame supervisory circuitID of the time 
division frame which exists in the predetermined field of each time division frame of 
an unenciphered data stream is supervised. And the time division frame of ECM data 
is detected from time division frame IDan information indicator is acquired with the 
version number contained in the ECM dataand a time sharing flame controller is 
passed with time division frame ID of ECM data. A time sharing flame controller 
detects the scramble key having been updated and having changedwhen an 
information indicator is effective as compared with the last version number and a 
version number changes continuously the version number received from the time 
division frame supervisory circuit. The scramble key corresponding to the version 
number from a scramble key management table based on time division frame ID and 



the version number of ECM data which received the time sharing flame controller 
from the time division frame supervisory circuitThe attribute identification information 
of a scramble key and time division frame ID of the object application data to 
scramble are acquiredand the information is passed to an application-data encryption 
processing circuit. An application-data encryption processing circuit applies scramble 
using the scramble key which received the information to the time division frame of 
the application data for which it receives and asksThe attribute identification 
information of a key is written in in the field of the time division frame of the 
application dataand it outputs as an enciphered data stream. As opposed to the time 
division frame of the application data which are not scrambledThe judgment which is 
not scrambled in a time sharing flame controller is carried out via a time division 
frame supervisory circuitand it carries out throughwithout applying scramble in an 
application-data encryption processing circuit. 

[0018]The lineblock diagram of the main part of a transmitting side device including 
the scrambler of drawing 1 is shown in drawing 2 . In drawing 2 1 a scrambler and 2 a 
key switching control device and 3 A multiplexing deviceA time division frame 
supervisory circuit and 13 12 A time sharing flame controllerAn application-data 
encryption processing circuit and 15 14 A scramble key management table16 — as 
for an ECM time division frame ID **SUKU rumble lock management circuit and 20an 
ECM creation circuit and 18 are [ a scramble key generation circuit and 22 ] 
unenciphered ECM control circuits an ECM schedule management circuit and 21 a 
timer and 19 an enciphering circuit and 17. 

[001 9]In the key switching control device of drawing 2 an ECM schedule management 
circuitWhile matching with time division frame ID of the ECM data which had an 
external input interface and was inputted from the outsideand time division frame ID 
of application data and managingthe information An ECM creation circuitAn ECM time 
division frame ID-scramble key control circuit and an unenciphered ECM control 
circuit are passed. From the exteriorthe renewal interval of a key change is set up for 
every application data to scrambleand the renewal interval by which input setting was 
carried out here is made to correspond with time division frame ID of ECM dataand is 
passed to a timer, an unenciphered ECM control circuit has an external input 
interfacesets up ECM syntax freely from the exterioris matched with time division 
frame ID of the ECM data into which the ECM syntax inputted from the outside was 
inputted from the ECM schedule management circuitand manages it. On the other 
handin a scramble key generation circuitthe scramble key which made it generate in 
order of an updating changeand was made to generate the scramble key for several 
updating changes according to time division frame ID of ECM data beforehand is 
passed to an ECM time division frame ID-scramble key control circuit. An ECM time 
division frame ID-scramble key control circuitThe attribute identification information 
of the scramble key which is needed for the received scramble key by the scramble 
transmission system in the service to employ itself in order of the updating change of 



a scramble key EvenOddEvenand Odd — or it giving OddEvenOddEvenand by 
turnsandThe version number which expresses an updating change order of a scramble 
key with each scramble key in order of an updating change is assignedThese 
information is made to correspond with the group of time division frame ID of 
application data for every ID of the time division frame of the ECM data received from 
the ECM schedule management circuitand is managed. An ECM time division frame 
ID-scramble key control circuit is passed by forward [ to which a scramble key 
becomes effective to application data about the information about these scramble 
keys managed for every ECM time division frame ID to the scramble key management 
table of a scrambler ]. ECM data is created based on the information managed in the 
ECM time division frame ID-scramble key control circuit in the ECM creation 
circuitand it enciphers about the information on a scramble key in an enciphering 
circuitand sends out to a multiplexing device. The information about the scramble key 
of ECM data is changed according to the updating change interval of the scramble key 
managed with the timer. 

[0020]In a multiplexing deviceas the data Aldata M'the data Bland the data C1 show 
by drawing 2 Application datasuch as one or more audios and videoare multiplexed to 
time sharingand the ECM data sent from the key switching control device is 
attachedit outputs as one unenciphered data streamand a scrambler is passed. 
[0021]Since it is as having explained operation of each block of a scrambler in drawing 
Hhe composition of a time division frame and the example of composition of a 
multiplexing data stream are shown hereand explanation of a scrambler of operation is 
given. 

[0022]Firstthe composition of the time division frame of ECM data is shown in 
drawing 10 and the composition of the time division frame of application data is shown 
in drawing 1 1 . As for time division frame ID and 31 in drawing 10 an information 
indicator and 33 are the information on a scramble key a version number and 32 30. 
The information on the scramble key of 33 added shading and shown with the slash is 
a portion to which encryption is given in the enciphering circuit of a key switching 
control device. On the other hand in drawing 1 1 it is an information area of the 
application data for which time division frame ID stores 30the attribute identification 
information of a scramble key is stored 34and the data of videoan audioetc. is stored 
35. The portion added shading and shown with the slash of 35 is a field which gives 
scramble in the application-data encryption processing circuit of a scrambler. Each 
one time division frame ID of every per application data and ECM data kind gives. In 
drawing 2 one is assigned at a time at a time to the application data A1A1'B1and C1 at 
one ECM. As shown in drawing 10 the time division frame of ECM data includes the 
version number which shows an updating change order of a scramble keythe 
information indicator in which it is shown whether the transmitted data of the time 
division frame of the ECM data are effective or invalidand the information on a 
scramble key. The time division frame of application data contains the attribute 



identification information of the scramble key which is needed at the time of 
employmentas shown in drawing 1 1 . 

[0023]Multiplexing these time division frames in a multiplexing devicein response to 
the unenciphered data stream after multiplexinga scrambler applies scramble to the 
time division frame of desired application dataand outputs an enciphered data stream. 
The enciphered data stream which is an output from a scrambler at drawing 12 about 
the unenciphered data stream which is an input to a scrambler is shown in drawing 13 . 
In [ in drawing 12 363738and 39 are the time division frames of ECM data and ] 
drawing 13 As for an information indicator and 3431 is [ the time division frame of the 
application data A1 and 41 ] the time division frames of application-data A1' the 
attribute identification information of a scramble keyand 40 a version number and 32. 
[0024]The unenciphered data stream shown in drawing 12 is inputted into a scrambler 
sequentially from a right-hand side time division frame. In a scramblerlD of each time 
division frame is supervised in a time division frame supervisory circuitthe time 
division frame of ECM data is detected from IDand a version number and an 
information indicator are taken out. Herethe time division frame of 36 is detected first. 
It judges with the transmitted data of the time division frame of 36 being more invalid 
than the information indicator which received the time sharing flame controller from 
the time division frame supervisory circuitand the scramble key not having changed. 
Nexta time division frame supervisory circuit detects the time division frame of the 
ECM data of 37. Heresuppose that the version number of the effective ECM data 
detected last time was n-2. Since the time division frame of the ECM data of 37 has 
an effective information indicator and change of a version number is as continuous as 
n-2 to n-1a time sharing flame controllerThe information from which the scramble key 
changed carry out thing detection and concerning a scramble key and a key based on 
a scramble key management table to this version number is acquired. 
[0025]The storing imaged figure of the scramble key information in a scramble key 
management table is shown in drawing 16 . The scramble key management table made 
time division frame ID of the application data of the object to scramblea scramble 
keya version numberand the attribute identification information of the scramble key 
correspond for every time division frame ID of ECM dataand is managed, time sharing 

— a flame controller — ECM — data — a time division frame — ID — a version 
number — n -one — a basis — a scramble key — a management table — from — 
scramble — applying — an object — application data — A — one — A — one — ' - 

- ID. Scramble key Kn-1 and the attribute identification information Odd of a 
scramble key are acquiredand an application-data encryption processing circuit is 
passed. An application-data encryption processing circuit applies scramble using 
scramble key Kn-1 received to the time division frame of the application data A1 and 
A1 The attribute identification information Odd of a scramble key is written in the 
arbitrary fields of the time division frame of object application data. 

[0026]In the enciphered data stream of drawing 1 3 40 and A1' are carried out by 



41 and it adds shading to the application data A1 to which scramble was given with a 
slashand they are shown. 34 is the attribute identification information of the scramble 
key written in into the time division frame of application data in the application-data 
encryption processing circuit. Similarlya scramble key is changed to Kn also about the 
ECM time division frame 38the application data A1 and A1 ' are scrambledand the 
attribute identification information Even of a scramble key is written in the arbitrary 
fields of the time division frame of object application data. Henceforth detects the 
time division frame 39 of ECM similarlyand changes a scramble key. As a resultin the 
enciphered data stream shown in drawing 13 The inside of the time division frame of 
the application data which make a head the time division frames 3738and 39 of ECM 
dataand follow itScramble is given using the information on the scramble key 
contained in the time division frames 3738and 39 of ECM data to the thing 
corresponding to the ECM data. 

[0027]The 2nd working example is described to the secondary working example. In the 
2nd working examplethe change of the scramble key given to the time division frame 
of the application data is detected from the attribute identification information of the 
scramble key contained in the time division frame of the application data of the 
request on a multiplexing data stream. 

[0028]The lineblock diagram of the transmitting side equipment in the 2nd working 
example is shown in drawing 3 . In drawing 3 the point of difference with working 
example 1 shown in drawing 2 is at the point used as the timer 23 with an attribute 
identification information option which arranges the timer arranged in the key 
switching control device after a multiplexing deviceand has an attribute identification 
information option by drawing 2 . A scrambler [ in / on drawing 3 and / in 4 / working 
example 2 ]a key switching control device [ in / in 5 / working example 2 ]A time 
division frame supervisory circuit [ in / in 24 / working example 2 ]a time sharing 
flame controller [ in / in 25 / working example 2 ]26 is an application-data encryption 
processing circuit in working example 2a scramble key management table [ in / in 27 
/ working example 2 Jan ECM time division frame ID **SUKU rumble lock 
management circuit [ in / in 28 / working example 2 ]and an ECM schedule 
management circuit [ in / in 29 / working example 2 ]. Operation of each block is 
explained below. The other blocks attach the same numerals as drawing 2 in order to 
operate like working example 2. 

[0029]In the key switching control device of drawing 3 operation of an ECM schedule 
management circuitan unenciphered ECM control circuita scramble key generation 
circuitand an enciphering circuit is the same as that of working example 1. In an ECM 
time division frame ID-scramble key control circuitthe attribute identification 
information of a scramble key does not give in working example 2. The data passed to 
the lock management table of a scrambler is time division frame ID of ECM datatime 
division frame ID of the application data corresponding to itand the information on a 
scramble key. ECM data was created based on the information managed in the ECM 



time division frame ID-scramble key control circuit in the ECM creation circuitand it 
has sent out to the multiplexing device. The information about the scramble key of 
ECM datalt has changed according to the updating change interval of the scramble 
key managed for every time division frame of desired application data in a timer with 
an attribute identification information optionand the information on a scramble key 
has enciphered in the enciphering circuit. 

[0030]In the 2nd working examplea multiplexing device carries out time multiplexing of 
the application datasuch as one or more audios and videoThe time division frame of 
the ECM data sent from the key switching control device is attachedit outputs as one 
unenciphered data streamand a timer with an attribute identification information 
option is passed. 

[0031 ]The timer with an attribute identification information option has an external 
input interfacemakes ID of the time division frame of the application data which apply 
the updating change interval and its updating change interval of the scramble key 
inputted from the outside correspondand is managed. And the time division frame of 
application data is detected from time division frame ID of the unenciphered data 
stream received from the multiplexing deyicebeing based on the updating change 
interval which was made to correspond with application-data ID and has been 
managed — the attribute identification information of a scramble key — 
EvenOddEvenand Odd — or it changes to OddEvenOddand Even by turnsand writes 
in the arbitrary fields of application data. 

[0032]Explanation of a scrambler of operation is given to drawing 14 and drawing 15 
by showing the example of composition of a multiplexing data stream. This example 
describes only the group of the application data A1 and A1 '. Drawing 1 4 shows the 
unenciphered data stream inputted into a scramblerandas for 42the time division 
frame of application-data A1 ' and 44 are the time division frames of application-data 
A1' the time division frame of the application data Aland 43. The unenciphered data 
stream of drawing 14 is inputted into a scrambler sequentially from a right-hand side 
time division frame. In a scramblerlD of each time division frame is supervised in a 
time division frame supervisory circuitthe time division frame of application data is 
detected from IDand the attribute identification information of time division frame ID 
and a scramble key is taken out. In drawing 14 the time division frame of the 
application data A1 of 42 is detected first. Heresuppose that the attribute 
identification information contained in the time division frame of the application data 
A1 detected last time was Even. The change of a scramble key is detected from the 
time sharing flame controller having changed from the attribute identification 
information Even of the time division frame of the group of the same application data 
that the attribute identification information of the scramble key of the time division 
frame of 42 detected last time to OddBased on time division frame ID of application 
dataa scramble key is acquired from a scramble key management table. The storing 
imaged figure of the scramble key information on the scramble key management table 



in the 2nd working example is shown in drawing 1 7 . A scramble key is managed with 
time division frame ID of ECM data for every group of time division frame ID of the 
application data of the object to which a scramble key management table and 
scramble are applied. A time sharing flame controller acquires Kn-1 which is the next 
scramble key of scramble key Kn-2 used last time from a scramble key management 
table based on time division frame ID of the application data Aland passes it to an 
application-data encryption processing circuit. An application-data encryption 
processing circuit applies scramble using scramble key Kn-1 received to the time 
division frame of the application data A1. Nextalthough a time division frame 
supervisory circuit detects the time division frame 43 of application-data A1 'A1 ' is a 
group of the application data which apply the same scramble key as Aland since the 
attribute identification information of the scramble key has not changed with 
Oddsimilarly it gives scramble using scramble key Kn-1 . After a time division frame 
supervisory circuit detects some time division frames of other application data 
similarlyThe time division frame 44 of application-data A1' is detectedit detects that 
the attribute identification information of a scramble key has changed to Even in a 
time sharing flame controllera scramble key is changed to Knand scramble is given. In 
the enciphered data stream of drawing 15 45 and A1' are carried out by 46and it adds 
shading to the application data A1 to which scramble was given with a slashand they 
are shown. On the following data streamsa scramble key is similarly changed based on 
change of the attribute identification information of a scramble key. The same may be 
said of the time division frame of other application data. 

[0033]Working example 3 drawing 4 is a lineblock diagram of the transmitting side 
device of the 3rd working example that serves as a scrambler for key switchover 
control having the function of the scrambler in the 1st working example of drawing 
2and a key switching control device from a multiplexing device. In drawing 4 6 is a 
scrambler for key switchover control. Matching with the information inputted in this 
example from generating of a scramble key which the key switching control device 
was performing in the 1st working examplethe generated scramble keyand the 
outsidemanagementcreation of ECM dataetc.Detection of the information about the 
surveillance of a time division frame which the scrambler was performingand a 
scramble keyscramble processing based on the detected informationetc. are 
altogether performed in the scrambler for key switchover control. In order that each 
block in the scrambler for key switchover control and a multiplexing device may carry 
out the same operation as what was explained in drawing 2t hey attach the same 
numerals and omit explanation here. 

[0034]Working example 4 drawing 5 is a lineblock diagram of the transmitting side 
device of the 4th working example that serves as a scrambler for key switchover 
control having the function of the timer with an attribute identification information 
option and scrambler in the 2nd working example of drawing 3 and a key switching 
control device from a multiplexing device. In drawing 5 7 is a scrambler for key 



switchover control with a timer with an attribute identification information option. 
Generating of a scramble key which the key switching control device was performing 
in the 2nd working example in this examplematching with the information inputted 
from the generated scramble key and the outside and managementcreation of ECM 
dataetcAddition to the time division frame of the application data of the attribute 
identification information of the scramble key which the timer with an attribute 
identification information option was performingcontrol of the updating change interval 
of a scramble keyetc.In the scrambler for key switchover control with a timer with an 
attribute identification information optionall of detection of the information about the 
surveillance of a time division frame which the scrambler was performingand a 
scramble keythe scramble processing based on the detected informationetc. are 
performed. In order that each block in the scrambler for key switchover control with a 
timer with an attribute identification information option and a multiplexing device may 
carry out the same operation as what was explained in drawing 3t hey attach the same 
numerals and omit explanation here. 

[0035]Working example 5 drawing 6 is a lineblock diagram of the multiplexing device 
added to the original function for which a multiplexing device has a function which the 
scrambler in the 1st working example of drawing 2 has as a function of a multiplexing 
deviceand the transmitting side device of the 5th working example that has a key 
switching control device. In drawing 6 8 is a multiplexing device with a scramble 
function. The time multiplexing of application data and ECM data etc. which the 
multiplexing device was performing in the 1st working example in this exampleln a 
multiplexing device with a scramble functiondetection of the information about the 
surveillance of a time division frame which the scrambler was performingand a 
scramble keyscramble processing based on the detected informationetc. are 
performed. In order that each block in a multiplexing device with the scramble 
function of this example and a key switching control device may carry out the same 
operation as what was explained in drawing 2 they attach the same numerals and omit 
explanation here. 

[0036]Working example 6 drawing 7 is a lineblock diagram of the timer with an 
attribute identification information option in the 2nd working example of drawing 3t he 
multiplexing device added to the original function for which a multiplexing device has a 
function which a scrambler has as a function of a multiplexing deviceand the 
transmitting side device in the 6th working example that has a key switching control 
device. In drawing 7 9 is a multiplexing device with a scramble function and a timer 
with an attribute identification information option. The time multiplexing of application 
data and ECM data etc. which the multiplexing device was performing in the 2nd 
working example in this exampleThe writing to the time division frame of the 
application data of the attribute identification information of the scramble key which 
the timer with an attribute identification information option was performingcontrol of 
the change interval of a scramble keyetc.In a multiplexing device with a scramble 



function and a timer with an attribute identification information optionthe surveillance 
of a time division frame which the scrambler was performingdetection of a change of 
a scramble keyscrambleetc. are performed. In order that each block in a multiplexing 
device with the scramble function of this example and a timer with an attribute 
identification information option and a key switching control device may carry out the 
same operation as what was explained in drawing 3t hey attach the same numerals and 
omit explanation here. 

[0037]Working example 7 drawing 8 is a lineblock diagram of the transmitting side 
device in the 7th working example that added the scrambler in the 1 st working 
example of drawing 2 and the function which a key switching control device has to the 
original function of the multiplexing device as a function of a multiplexing device. In 
drawing 8 1 0 is a multiplexing device with a key switchover control function and a 
scramble function. Generating of a scramble key which the key switching control 
device of the 1st working example was performing in this examplematching with the 
information inputted from the generated scramble key and the outside and 
managementcreation of ECM dataetc.In a multiplexing device with a key switchover 
control function and a scramble functionthe time multiplexing of application data and 
ECM data etc. which the multiplexing device was performingthe surveillance of a time 
division frame which the scrambler was performingdetection of a change of a 
scramble keyscrambleetc. are performed. In order that each block in a multiplexing 
device with the key switchover control function and scramble function of this example 
may carry out the same operation as what was explained in drawing 2 it attaches the 
same numerals and omits explanation here. 

[0038]Working example 8 drawing 9 is a lineblock diagram of the transmitting side 
device in the 8th working example that added the timer with an attribute adding 
function function in the 2nd working example shown in drawing 3t he scramblerand the 
function that a key switching control device has to the original function of the 
multiplexing device as a function of a multiplexing device. In drawing 9 1 1 is a key 
switchover control functiona timer with an attribute identification information 
optionand a multiplexing device with a scramble function. Generating of a scramble 
key which was being performed with the key switching control device of the 2nd 
working example in this examplematching with the information inputted from the 
generated scramble key and the outside and managementcreation of ECM 
dataetc.The time multiplexing of application data and ECM data etc. which the 
multiplexing device was performingThe writing to the time division frame of the 
application data of the attribute identification information of the scramble key which 
the timer with an attribute identification information option was performingcontrol of 
the change interval of a scramble keyetc.In a key switchover control functiona timer 
with an attribute identification information optionand a multiplexing device with a 
scramble functionthe surveillance of a time division frame which the scrambler was 
performingdetection of a change of a scramble keyscrambleetc. are performed. In 



order that each block in a multiplexing device with the key switchover control 
functionthe timer with an attribute identification information optionand scramble 
function of this example may carry out the same operation as what was explained in 
drawing 3 it attaches the same numerals and omits explanation here. 
[0039]Working example 9 drawing 1 9 is a lineblock diagram of the transmitting side 
device in the 9th working example that added the function which the timer with an 
attribute identification information option in the 2nd working example shown in 
drawing 3 has to the original function of the multiplexing device as a function of a 
multiplexing device. In drawing 1 9 54 is a multiplexing device with a timer with an 
attribute identification information option. The management of the updating change 
interval of a scramble key which was being performed with the timer with an attribute 
identification information option of the 2nd working example in this exampleln a 
multiplexing device with a timer with an attribute identification information 
optionaddition of the attribute identification information of the scramble key to the 
time division frame of desired application dataetc. are performed. In order that each 
block of the scrambler of this example and a key switching control device may carry 
out the same operation as what was explained in drawing 3 it attaches the same 
numerals and omits explanation here. 

[0040]Although not illustratedworking example for which the transmitting side device 
in working example 135and 7 described by drawing 2drawing 4drawing 6 and drawing 8 
does not need the attribute identification information of a scramble key by service to 
employ is also considered. In that caseattribute identification information is not given 
to the scramble key which received from the scramble key generation circuit in the 
time division frame ID-scramble key control circuit of a key switching control device. 
The information sent to the scramble key management table of a scrambler from a 
time division frame ID-scramble key control circuitThey are a group of time division 
frame ID of each ECM dataand time division frame ID of application data matched 
with itthe information on a scramble keyand a version number. The application-data 
encryption processing circuit of a scramblerlt does not have a function which writes 
the attribute identification information of a scramble key in the time division frame of 
application dataand the attribute identification information of the scramble key is not 
contained in the time division frame of the application data outputted from a 
scrambler. 

[0041 ]The lineblock diagram 1 8 of the system by which this invention is applied is a 
lineblock diagram of the communications system which applies the communication 
apparatus of this invention, in drawing 1 8 — 47 — as for a receiving side device and 
51 the transmitting station side device and 49 are [ a demultiplexing circuit and 53 ] 
TV monitors a descrambler and 52 a transmission line and 50 a broadcasting station 
and 48. The transmitting side device of 48 may be the composition shown in the 1 st 
working example of this invention hereand although it has the multiplexing device 3the 
scrambler land the key switching control device 2it may be the composition shown in 



other working example. The program created at the broadcasting station etc. consists 
of application datasuch as video and an audioWith a transmitting side devicein a 
multiplexing devicethese application data are multiplexed to time sharingthe time 
division frame of the ECM data created with the key switching control device is 
attachedand it outputs as one unenciphered data stream. A scrambler receives this 
unenciphered data streamdetects the information about the scramble key contained 
in the time division frame on a streamgives scramble using the scramble key 
corresponding to the detected informationand transmits an enciphered data stream. 
The transmission method at this time can consider the case where a cablea 
terrestrial wavea satelliteetc. are used. A receiving side device receives the 
transmitted enciphered streamand scramble is canceled using the descrambling key 
corresponding to the scramble key in the transmitting side in a descramblerlt views 
and listens to the program which separated application data multiplexed in the 
demultiplexing circuitsuch as video and an audiorespectivelydisplayed video and an 
audio with displayssuch as TV monitorand was created at the broadcasting station. 
[0042]In each working example described beyond the effect of working examplelt is 
made for a scrambler to detect on the data stream after multiplexing the change of 
scramble key informationWhen a scrambler changes a scramble key according to the 
scramble key information on the detected data streama synchronization is certainly 
establishable by the change of a scramble keyand the change of the scramble key 
information on the data stream after multiplexing. Thereforethe ECM data which 
included the information on an old scramble key in the scramble key having been 
updated and having changed is transmitted as an effective thing at presentor the 
thing so that it may become reverse is prevented. Thereforein a receiving side 
deviceit becomes possible to solve the scramble concerning application data certainly. 
[0043]As a measure when viewing and listening becomes impossiblewithout confusing 
the synchronization with the information about a scramble key and the scramble key 
contained on a data stream in a transmitting side deviceand scramble solving in a 
receiver conventionallyThere was a case where searched a right descrambling key 
from the descrambling key information given by alternative pathwaywithout being 
based on the information on the scramble key on the transmitted multiplexing data 
streamand scramble was provided in the ****************** function by the 
receiving side device. Since a synchronization is certainly establishable by the change 
of a scramble keyand the change of the scramble key information on a multiplexing 
data streamit becomes unnecessary to give such an excessive function to a receiving 
side device according to this invention. 

[0044]In working example 1 working example 2working example 3working example 4and 
working example 9In working example lit is with a scrambler and a key switching 
control device about the function which is needed by secrecy-ization of data 
transmissionln working example 2it is with a timer with an attribute identification 
information optionand a scrambler and a key switching control deviceand a 



transmitting side device can be independently equipped with a multiplex processing 
section by constituting from a scrambler for key switchover control in working 
example 3 and 4. Thereforeaddition of the privacy to the existing communications 
system which did not need privacy becomes easyand a system with high flexibility can 
be constituted. 
[0045] 

[Effect of the Invention]According to the communication apparatus and 
correspondence procedure of this inventionregardless of the processing time in a 
multiplexing devicelt is made for a scrambler to detect on the data stream after 
multiplexing change of scramble key informationWhen a scrambler performs scramble 
using the scramble key corresponding to the scramble key information on the 
detected data streama synchronization is certainly establishable by the change of a 
scramble keyand the change of the scramble key information on the data stream after 
multiplexing. Thereforein a receiving side deviceit becomes possible to solve the 
scramble concerning application data certainly. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is a figure of the scrambler of this invention. 

[Drawing 2] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 3] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 4] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 5] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 6] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 7] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 8] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 9] It is a figure of the transmitting station side device of one working example 
of this invention. 

[Drawing 10] It is an example of information composition of the time division frame of 
ECM data. 

[Drawing 11] It is an example of information composition of the time division frame of 
application data. 



[Drawing 12] It is an example of composition of the unenciphered data stream inputted 
into the scrambler in the 1 st working example. 

[Drawing 13] It is an example of composition of the enciphered data stream outputted 
from the scrambler in the 1st working example. 

[Drawing 14] It is an example of composition of the unenciphered data stream inputted 
into the scrambler in the 2nd working example. 

[Drawing 15] It is an example of composition of the enciphered data stream outputted 
from the scrambler in the 2nd working example. 

[Drawing 1 6] It is a storing imaged figure of the information about the scramble key 
and scramble key of a scramble key management table in the 1st working example. 
[Drawing 1 7] It is a storing imaged figure of the information about the scramble key 
and scramble key of a scramble key management table in the 2nd working example. 
[Drawing 18] It is a lineblock diagram of the whole communications system with which 
this invention is applied. 

[Drawing 19] It is a figure of the transmitting station side device of one working 
example of this invention. 
[Description of Notations] 

1 [ — The scrambler in working example 2] — A scrambled — A key switching 
control device3 — A multiplexing device4 5 — The key switching control device in 
working example 26 — The scrambler for key switchover control7 — The scrambler 
for key switchover control with a timer with an attribute identification information 
option8 — A multiplexing device with a scramble function9 — A multiplexing device 
with a scramble function and a timer with an attribute identification information 
optionIO — A multiplexing device with a key switchover control function and a 
scramble function 1 1 — A key switchover control functiona timer with an attribute 
identification information optionand a multiplexing device with a scramble function12 - 
- A time division frame supervisory circuit13 — Time sharing flame controlled 4 — 
An application-data encryption processing circuitl 5 — Scramble key management 
table16 [ — ECM time division frame ID **SUKU rumble lock management circuit] — 
An enciphering circuitl 7 — An ECM creation circuitl 8 — A timer19 20 [ — A timer 
with an attribute identification information option24 / — The time division frame 
supervisory circuit in working example 225 / — The time sharing flame controller in 
working example 2] — An ECM schedule management circuit21 — A scramble key 
generation circuit22 — an unenciphered ECM control circuit23 26 — The application- 
data encryption processing circuit in working example 227 — The scramble key 
management table in working example 228 — The ECM time division frame ID 
**SUKU rumble lock management circuit in working example 229 — The ECM 
schedule management circuit in working example 230 — Time division frame ID31 — 
A version number32 — An information indicator33 — Information on a scramble 
key34 — The attribute identification information of a scramble key35 — The 
information area of application data36 — The time division frame of ECM data37 — 



The time division frame of ECM data38 — The time division frame of ECM data39 — 
The time division frame of ECM data40 — The time division frame of the enciphered 
application data A141 — The time division frame of enciphered application-data A1'42 
— The time division frame of the unenciphered application data A143 — The time 
division frame of unenciphered application-data A1'44 [ — Broadcasting station] — 
The time division frame of unenciphered application-data A1'45 — The time division 
frame of the enciphered application data A146 — The time division frame of 
enciphered application-data A1'47 48 [ — A descrambler52 / — A demultiplexing 
circuit53 / — TV monitor54 / — Multiplexing device in working example 9 ] — The 
transmitting station side device49 — A transmission Iine50 — A receiving side 
device51 
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;U«OW9*««aJU X'7577;^0lfa^ i BSL 
T^^T.-? 5 V7Vl/gl®l7 i -7VU0) , iS1f 

Ey\--7a >7->/ttc»i&t*X*7 V7;WW1HS 
^ t o TmM^tijET 7 7 'J >7— 7 a 7 x - ^ <DB#7jtiJ 7 
\s-kiZytiLT7.<7?y7l\,%:frttZ£t% : ®Wlt?Z 

7] t5E77y7— 7a7T-^(DPf77iU7 

mmmt, Bt7>*J7U-Ai dl^^ n^m^mit 

LTtU7J*tlfe*flHM;r-*X h 'J-A©»I^t«|7 
b-A© I Ef$7>SJ7U-A I Dfr67 7 7 

'J ^r-7 a V7*-*0I5SNM7 U-i**«ffl LTMEX 
7777VU^0SttroSU1fffi«UyUiL, KX-7577 

SA*ttaiU X^577;ba©1fffi^fi.X^57 
^U^BSt 1 - 7Vl/Oatl «tc*-Sf*X 7 5 77VU^ 
WU§X.TRlTM<Dy 7 7y -7— 7 a 7x-^©m77iiJ7 b 
-AKWLTXf 5V7*;U*^7*Cd:*1«Si:r*ll 

BWW1 8] '>S< < tt1OJ.X±077y^-7a7 

i o<ot-*x k y LTSflMB^B'xeair^a 

i^$7T, '>^< t*> 1 oJ-X±©7 7 7y'7— 7a 
>r-**e»IJMftU K#B{b7 7 7y ^- 7a 7 

/£E C Mx-^©B#tjSiJ7 ls-U*ttLtcBM<D 1 o© 
*Bg^fbx-^X h U-At LTtii7J-r3£S{b7x-y 
7<h. KsHMftx-r 9Xhy-A?&St7s K*B^b 
x-2Xhy-A©£0#7>!iJ7U-A£l&iU ECM 
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^m^rnm? zmwwm'mxt v 7>s * y > MfBSttjj 

*i&I»£*ftfc7'7''J : ^ a >x~ 5* <h E C Mf- 9 
«*Stt ««7. * 7>7JWf7 707.? 7 >^ WW 
E C M r-* SfBS U *i&Bi£*ftfc** 5 >7;USi 

©ESrnHfcttoTiaE** 5 yy'immm® y § 
at, mib e c MT-z*mttemimw.7.T v zrtcm 

T«a*frl\ hu!BX*5 >757x-j/ 7tcfc^Ttt % 
tyE^SfkXx-y 7frSaia* ftfoSHH^bT-** h 

U-A I DfrSECMx-*<DBf#|iJ7U-A£&iiJL 
TMIB; \- 5? a y±y/KSs J:tf MIBIf «-f >5»—S» £ 

- -7 a >/ toa««ft aft** oi^7 y-?im 

<Dvm U A-i/ayfyjitX? z>y?)\M 

£7? 7 >7VbSlflf **t -pTRffa<D77y 4— 7 a > 
x— *<»Wrffl7 U-AlCft LT77 5 V7/U*frtt, 
R7»7'J$— *3 Vt-*«»»IU:7 b-A<Dffii0Si 

v^;w*3!)Stt«3iJflia*»*ac*aa» 
9] iow±flW7 , y$— ->a> 

T-**BSSHM£mfcU Bf#*l7 U-ATEWStlfc 

1 o©t-^x h y-A£ LTa««««^eas-r«a 

ft£;£T35 oT, 'J>£ < £ 1 ojJLtflD7 7'J 4— 7 a 

yT-zzmftw&mtu m&mt77<j a > 

T-^<DBt»Iij7U-AtC7^7>7Vb^£0lfS^^/u 
f£E C MT-$©Bt»SJ7 Is-UZttLTcWMCD 1 0<D 

7<^ *ttiteSftfc**7V7;l/^BBrWSI«M 
FflM©7 7 7y $—3/ a >x— ?<DBS #*J7 U-AS 

m.&m mzwmzT, mBa&mitT-** h y-A 

ORfT^07 7 7y ^— > a >T-^«DPf»iij7 U-AIC 

h y - l*s^ K*«HWbr-^ 7. h y - a<d&pi # 

I'J7 U-^SSttU 77'J fr— > a y>r-*<DV&)m 



7u-^tc^sns«a^6x^7>7/i4i©Sfb5&tt 

fflU K^EBL/j:1fffi^JSLfe7s7^>7;U^ffl^ 
TtulB7 7 7y 4—7 a >T-*<DmH<JDI5#tij7 U-A 

iztt lz? z> yzri\,*bHt%z<7 5 yzruxf- v zrt. 

»J **T E C M x - * *fB8 U ffiE*Wb#S'\3&ffl 
*S WJJWfiHBUx >y 7<i: 6 ft y s MIB«tD§$iJ97 

mittrczt^yyimt^tom&ztitcTzr 

>J<r-i/3y 1 r-*tEClA : T-$<Dmftm7l'-k I 
D£JtJS-3WTfiS*3U RBfiWlLTt^flia* 
X77>757xX'v7<D7x75>7;l/®ga7 1 -7;Utc 
»f <!:<!: t tc> RSMMElflHIME»^T ECMf-5 

nitffio t MIB*? 5 > ^ wiom mz® y § atiuib 
e c Mf—zzm&miv&mzT v yizmmmz'n 

i\ 7^5>757x->7^fe^Tti, ■ttKMMMt 

$Z h y-Z i ^§^T^Bf»IiJ7U-A(D I D«E« 
Ls KBCf»Iij7 U-A I D^677y^—>a>x-'5! 
<DB^»iJ7 U-A^tU UTMI37^ 5 V7;H*D«tt 

■amm*K y tu u mxt^yznmomvkmmm 

©S<b«tioTX^5>^MiO«»7l*ttBU 

(Dzt^yyimmmim-izzt^yyimzwwpL 
LTz<??yy>\,*tHizimzftoctiE®wi£?z 
[»*«2o] i ^A±.<Dmm\$mt -\ oj.x±©sffi 

ffigM^W■r^®^i5/77 1 A^^:33L^T, jMfIffi^Bl*v 
'i^S< it i -3J.X±©EifIffi^£Pf#IiJ£WbU 
Mft3M«ffl^OB#»|iJ7 U-.ME #fiHMWBx - * © 
e»ffl7 U-^*fif LfeJBJK0 1 O05MWftf-*X 
hU-AtLTffl*-r«^«{b#Si:» BSBW^bT- 
^Xh'J-itSlt, BtSfeBWbx-^^hy-A©* 
«»ll7U-A*EaU KB#»|ij7U-Atc^S*i^ 

#gra*UJ Lfclf ffitCJS U/c7 ^ 7 V ^Ts 
MfBjMfifl^romSOBf SNW7 U- AlcS* L7<7 5 V7 
Bf^b^x— ?7xhy-AtLT{iJ7J-r5X 
^5>7^#IS<!:^WL, S€fJgS(*. MIBSffffliJ^ 

«*»6a6tiT< ^Bg^b^x-^7 h y-A*a« 
u mzzt^yyimizttmTZTZt^yyimz 
m^TTZt^yzribtZTZt^yy^^mt. if 

[«#JS2 1 ] t«b 1 OJJ(±<D3H«ffl^*lit»S'J 
tc*«fbLfc*B<b36ffll«*fl!)lf»|ij7 U-Alc, #H 
Raff $Bx-^(7)Bt»|!j7 U-A^« Lft, mf»»j7 u 
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-ktNfmtzima 1 ofiDSiWfbT-^x r- u-a 
±©ma©«ffl«§(D^*j7 u-Aic*f lx<7 5 77 

»*J7 b~Al*]CDSg 1 <DB##|iJ7 U-AlESSft*:** 

Rm i om-ftm? is-kwmzm < jg 2 © 

■3#M7U-Afc»U MiB77577Vb8!£ffl^T7 

mmmn) mBS&mmm**-?**. eft, r 

— $f©ft*ljfcM OX«^-ti600$§^to-a-<7)77U -T- 
•>a>7-$TiBy, MIB#fflliiltjmr-*#77 : 7 

2 1 fBtt(Dii{tfra 0 
m&s 2 3 ] Miem 1 ©Bt»!ij7 u- ai* e c m f- 

*<7)B$#fiJ7U-A, MIB^2 038t^Iij7U-AtiMIB 
a 7x~ $ ©Bf #SU7 b- ATS Us Ml B E C M x- 2 
JyfcSVf M'-7a yj-yj^t, RE CMx-$0Bf#»l 

7 b-AOMSMH sa^-ps**^*^*- w $g>r > 

MIB7^577Vl/^tc^t-^1ffS<D 

Mia/^— 7 a yi-y/wmmtemitzm^z ztzm 
mt?z>mim2 2i3tt©iifi*ao 

[Hit?a2 4] BufBmi0)^»Iij7U-Att77'J^— 
73>x-2©Bf#iJ7U-A, Jg2©B$tfIiJ7U-A 

i*R77'j >r-y a y^-^m^my u-ajs 
77'j $—7 a y?-z<mm\y iz-AtSMte 

tl/c77U^— 7a yr-#«DR»IJ7 U-ATfitl, 
BufB77'J^-7a>x-'?©^iiJ7b-A«. 77 
7 77Vb«©Jl1f MSiJIf MI377577/USI 
KHr*1t *B©g{b<!: LT, MI377'J'T~73>r- 

2f3iK©iM7j» 0 
[000 1] 

gfiw^ejUf^teis^xxAS^^tijiffl^xxA 

ji<i777 1 A J f/\ 0 V=l>tC c fc«W#iBffl-7X7 : A, CA 
TV -77.x A, t6±jfc»3M-77.xA, '<fMjKiM77r 
A, iiMii<I-77f AUKfcl^ ®mtO)tcMZ-py 

vr-z/ayT-tizMizxt^yyimommxt 
■< - y^tx^^yyimcomm^form^my u- 

[0002] 

tc#^7x7577/U^^-r^1fl8^t?x7^'rh;l/ 



• □ 7r-P-;l/- *-yfe~7- r-$ (Entitlem 
ent Control Message data : J-XTE C Mr—S^Hgf 

[0 0 0 3] Sf^Wb^afcECMx-SWBflDAa 
S^tTr*. t-T^tWOT-rvt—i 'say?-* 

A^*n^ x— istfiMsn^wb^afr 5 m 
ts * ti« £ b#aw ?® asisiH t * « 

T% 7.77>7;b@^7.77>75'\SW3tU 775 
>75K&W«:^©-£©M3Il^m^g££ftfc7 
^5V7*;WIK«»*TX^7V7';U*3W*S«t5JEL 

[0004] 

[»Wfl«)iiaLJ:3fr«HH] C©J:3lE* EC Mr 
— St*T— £7 h 'J -A^BfUf^-rs 
<k#ST3ii66tU 77577/b^©«]§^^l'57^ 
(i 77 5 775^7— ^©B?P^F^Pi7lTt)+l^fc46, ^ 

S«Bll«nBfc«Mltf»7#rK-l«ttKT'E»aWl3B«4i: 
X^7>7*;MittER*nfet«:t.^to6-f. S 
^777>7;l/aOlfffi*#/uf£E C Mt-***»* 

S«fJT*t*77'J $—7 a >r-£Kfrfrofe77 

-77f Attic* y 2T*S gfflfJT'litr-bf 7*<-m 

[0 0 0 5] S£*077777Vl'a<DSSr«JS# 
;£T«li , $fi{ i 7 5 7 75 »flD#gHi33rfi Jftft 

SU©tt«©f-»b^lSA^<!: ft 4 1 ^ 3 ^jftt * 
oft, ^eiCs ^0<fc5ft^Sfb#gf*, K^teH&ttt 

[0 0 0 6] *%««DSntt. W7>7Jl#©Ult3l 
<hr— ?7 h i ;-A±©77o77;U^1fS<7)tJ]g^<!: 

*«*(EH)B*-e»*jifli««fe«j:tfii<i*a*att-r 

SCtlcS^ 77v775^«t^S{b#Si: 
*»3ltcaifllH«iWWEffl?l5 C t J: 3 \z u 

BBittOK^-7XrA©«H*S«iLT 

[0007] 
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a 7x~ MztH-tZW^yzrfrtT— 5*7 h U-ZU: 

<. ^•fksw>7 s -*x h y-A±T-77577;i4iili 

LT\ 77'J$— • i/ayT-ZlzmiZWyyfll't 

z*7y-7)wmt*fmntZo 

[0 0 0 8] SSKs JJBX^5>^*«*^CflW 
S 5 iCgBtt LfeSfflSWi. 77 5 77VU8t<D^!f 
ttffl-r*fc»©flHit LT, £«<bm<Z)x-77HJ- 
A©ECMx-7K^£*l3A-7a7±7.K U75 

(E C MT-*<OfiSeiWH3fl«W8i?S5^if3^*S 
f) *fflL\ ^ft<tt,l-3W±ffl7 , y>J^— : >3>f 

\s-k*ttLtcBm<D 1 0«D5fcB§^{bx-77 h U-A 

*EfiU R»1I7 U-AtC^$tl«7x75>7;Hitc 

7lim*m 1>T7 7'J <5r— 7 a Vx-T- <DffiH<DP$#SI 
7U-AtcttL77577Vl/£!bH*3775775#f8: 
<!:, *MJPA7Jf V*-?!****."^ fl-fffrSAa* 
ftfclt *BKS^T77 5 77; WMHB*«I 'J ix7 E 

c m u zmm^mmt zm®mm 
[ooo9] co3-6«aesja#a». 77577> 

«56S#Si» ECMPf#|iJ7U-A I D -7.7577 
;I4MB1^3£* ECM7^-7n-;U©a#ei^ 7-f 
ECMM#S?fU 77577;l/«fil£#l& 

tts *75v7;i/a*<e«aa7£w-B£s-a\ ecm 

7^7a-/l/g3I#@ti, #^7^77-7x^7* 
fS» ^g|3^5A^T*-nfc7 7 7'J^-^ ^a>x-^<hE 
CMx-SOBStfiOU-A I DfcJ;tf : 77577n'S 
SEi«Wmi(I©5^ 7 7 7y^-7a7x-7<hECM 
x-7<DPf#|ij7U-A I D**tt&-3WTW1T3. 
ECMBf#|ij7U-A I D-77577VUg| i iJI3MS 

1*^ x 7 5 y yimm±^m-cmaM:rcx<7^yzr)V 
mtcsit. *ti**u;:*7 5 yjiMtommjum 

BflWS-rattfcfc* ^©«I1f$B£775775# 
IS(D77577;Ugt < f3I3MSK;rro ^-f?tt, ECM 
- /UWB^&O&tfAZK 77 -7 x -<7fr s 
A^Sftft^^^V^WicaUflBPBSWlU ECM 
ffeffi#gHi, ECMB3#I'J7U-A I D -7757771/ 
8^#g?ggg3LT^51ilB£g«TE C Mr- 



[0 0 10] g=fc. 775775#f£li, B##|ij7b- 

um&stt* zt^yzrimmm^mt. yywr- 

7 a >T-9tiBitilBS&&ts m #107 V h 

n-;l/#««*u Bf#fiJ7U-Ai£*l#gy:£«b# 

U- A£g*l U ECM t — 7 ©BWMW7 U- 
Afc^SftS/*-- ?ayi-y/'{tfm<{y*J5—**m 
VtHt. «S»M7 7>n-/U#«(4, flHR'TV 

-7-5r— 5* fl^SbT* 3 £ t ©/ a 7± 7/ togggft 

ft» tfr 6 7 7 5 >7vua©«jg x<r>mmmmt % t 

tMzZVrt-Vayi-yjKictjfcTZXt^yJim 
am *6£7 7 5 v 7/ WWBl#8fr SS5tf# LT7 7 U ^ 
—7 a V7*-*B»ffcjfig#§HEiltT. 77*y $—7 a 
Vx-^BWfbfflJMHi. «5»J71/-A3V HP- 

Tma©77y^-7a7x-7<DB3#§iJ7U-Al<:7 

t^y-ffrzhmzttuz. zt^yyi^hHtTcT 

^U^aVT-^CffitdSK, 77577VUH 

[00 11] III$S6lClBttLfcaffi£Wi % 7757 

Ot- £7. h y-A<D77y ^-7a Vr-$r(E£*n 
*X*5>7/l/«©HttMffJflra*Bt\ 1 
OJ-X±<D77y ^-7 a Vt-SW »ffl^«fk L/ct 
Ole E C M T-$<Dmft®7 U-A£tt LfcJEtt© 1 O 
OSBf^fbx— *7 h U-A<h LT£iJ^-r-5^«{b#S 
t> ^S5A^'T7^-7x'r7^ i f5s «.ffl^6A** 
hfe^^^V^WBCBBHfflSIBHi^ RItM<7)77'J^ 
—7 a 75 s -* ©Ufa* 07 U-AStcWS-r^ <h <!: t 
775 77/Ufi©®tt«6SiJ1f ffi5&77 5 77/US© 

Bffi»iwBia^T«iA7, ^m<bgg6^tB7j 

*tlfc*Bi^bT— ?7 h l J-A*©F/fS<7)77'J'>— 

-7 a 7x— ^o^»iij7 u-Aic^p-r ^atg^tos 
ttM'jiWHtfMaiifir* * ^? <h , mftmsmmmm 

£§W\ x-77h'J-A*©Sf»|ij7U-Alt^n 

tcS<fiS L7c77 5 77;U^ffi^THulB7'7'; ^- 7 a 
y?~ ?OBra©B^»J7U-Alc35fL77577;U* 
6Ht5775775#IS^. ^A7J^77-7x^7 
£fcl5s ^^6A7J?*X/c1fiBlcS^T777 77 

;baif y fxi ecm tH^fiB u £«b# 

[0 0 12] C©5««WB*!l«l#SJ4X^777*;Wi 
§6^#at» ECMBS4H07U-A I D-77577/b 
^«S#S<!:, ECMX^'i-iHifSi:, ECM 
^fiE#g^WL, 77577;U@f6S#gtt, 7757 
^MISjgSSftR^^SE^*^ E C M7^7a-;U 
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6 A7J7ir;rifc77'J > a >7-7 <h E C M7-705 
P$#tl7 b-A I D«JWUTlir«. E C MB# 
#§|J7U-AI D-775>7;bgi < S33MS«:, 775 

E c MafrSJa-rt/ffi^afreSttfcE CMt-^C 
i§#|ij7U-A I D£77 ,| J$--5'a>T f -*fl!)B5SMM 
7U-AI Di»(5JtT^|flt3ii:t)i:, 
*3fll $B£77 5 >7 5^18077 5 >7)W*B&& 
ta-To E C M#fiS#f£ti, E C MBf #IU7 U-A I D 

ttTECMx— **fMU X75V7;HMHJr«Wn 

7 ^yjumemvm* -r = >7ks£otmib77 5 > 
[ooi3] *fc, 775>75#kh\ «#*J7U- 

AM*i#IS<!:, 775>7Vb8i^I#!S<^ 77'J^- 
*> 3 >T-*iW<bffl8#ft^ R»*J7 u-Aa y h 
P-Jl/fMfL, ^»I07 l/-AE«#flM*£«{fc# 
S*l*6ia**tl/£*B»{bT-*^ h y-A£gttT£ 
B$#t!l7U-A*EaU 77'J^- 5/3Vr-*«e 
»*J7 U-AlC#£ft377 7 VT^^WlOHttWSiJflHB 

7 7V 7;U®<Z>SttittsgH$8©£{bfrS 775>7/U® 
©^^^.©^te^^ij^-r 3££fcic**5> 7;USt©1f 
fg£77 5 >7Vbffl«S^^6^# LT77U : ^ 
a Vr-*BMfldn««G:*U 77'J > a >7 

-*BWfbioa#«(*s Bt»iij7U-^=i>hp-;u# 

a077U^-S'a>7-7©Bf#Iij7U-Al;:775 
>7VI/*frtt*. 
[0 0 14] 

[0015] mmi 

Sf\ *»bx-77 h 'J-A±fl)E C Hf-<HDS» 

SiJ7 u-Aic^ti^yt-^a yi-yntmm^f y'JT 

JfcflSlco^Ta^*. CCT% ^Mbx— *7hy-A 
irLTtes MPEG-1 SYSTEMS (IS 

0/1 EC 11172-1) -£M PEG- 2 SYSTEMS (I 
SO/I EC 13818-1) lEEaStlTt^tiflDtf**. 775 

>7;i/a<h^ «ijitf*»x^7v^usea£*y h7- 

7 W 5 <fc C y '7 a VttcfiS*- 

5o £/c> Bf#IiJ7U-A, B##SI7U--AI D, M- 
'Jayi-yj^ IMU'VS?^— *tt % PMPEG-2 
SYSTEMS KEaMttlTl** h 5 V7#- r-/«r 
y h (TSP : Transport Stream Packet) , li*rv h 
m& (P I D : Packet Identifier) , 7P7'5A{± 
<S1fS (PS I : Program Specific Information) f|<D 



JX-: l?ay+y/K (version number) » PS lUCQflU 
>r- -^Xh • 7-fr : >7 1 >f 77"f7 (current next 
identifier) tiffiS U /<?-: ? a 

77 7 >^MM>EBf«»)(aK^-r *ffi?* u » its 

-CV^-^ttME C Mx-SK^SftSlffB*^ 

[o o 1 6] in us, sftBicsttsaHmaittft* 

tO^^V^TSS. H1Il£I^ 1«775> 
75, 1 2ttl##i!J7U-AKftiaKk 1 3tfl$#|ij7 
U-APVhP-5, 14B77'J^-i/aVf-« 

mmmmm. 1 5»tx75>7 r /HWPi^-7A/?s 

[0 0 17] 775>75^<7)A7Dti, $*{k£1IK£ 
^T'J»3:< £fc 1 OCD7 7 7y-5r— 7a >x-t?^Bf»fJ 
fc*»bU 775>7VU3MtS8£^A,7cECM7 i - 

7 h 'J - A?**. 775 V75'\A73*tlf;:*Bf^{b 
t~77 h 'J -Ate, A7JB#©e#»Sij7 U-i*»CB» 
SJ7 U-^Ea0»lEA**n*. B$#»J7 U-A&ll 
0»(=6^TI*, SfcflHWbT-** h 'J-A©#B|»iiJ 
7U-AOmS<0fW«(ES«E-r*BSiMW7U-/»<)!)l D 
*E«f5. t LTBf #£17 U-A I DfrSECMr- 
7<DB$#«l7U-A£&aiU ?©ECMj-: SUC^S 
tiZrt-Vayi-yrtt. fWi-rv^-**mtU 
ECMx-^cDBt»l'J7U-A I Dttt,(Elf4rtiJ7U 
-AP>r-P-5U:5)rro ^Iij7U-A=l7 r-P-5 
tt» B$»|iJ7 U-AEa@»frSSW-BtofcA-5>3 V 
^7/\^MlHl©/\--7a v^-v/^iUSU WIMV*J 

<r-*ftmi-e&v. ft-oi\-vayi-yiwmm\r: 

mt Ltc t # 7 7 5 > 7V WWraaJr* h«»to -a fc C <!: 
*ttfflf«. Bf»Iij7U-A3>hP-5ti, PS5MW7 
U-AfiSHBiPSa^ffiorc E C MT-*<DB3#il7 
U-AI Dt/<— 7a>t>/«cS^T, 775>7 
;Hli7- 7;U^ 6/ \"-- 5? a «c»(Sf 5 7 7 

^yyimt. zv^yzrimomvtmwmm, 775 
yyiu&tnfzmLTyv *-\ > a y?-$<rmm\-7 

U-AID*ffl»U : ?-Olf$S^7'7y'7— >a>x- 

^Bg^fbfflaisiKttjs-ro 77';^— >a >x-7Bg^ 

fbfittSlalKli, ^0lf$6^§tt, mHT*77*y*— 5/ 
a >x-7©flf »I'J7 U-AtcW LgttlXo /c77 5 > 
7Vl/^ffl^T775>7;b^6Ht, *077'J^- -> 
a V7 S -*©«S*MW7 U-A©fiWart(E«0«tt«HHt 

f5„ 775>7/b£*Ht&lN77y^--7a>7-7 
©BS»»J7U-AfES*LTtts Bt»|iJ7U-Al£?a|51K 
^LTs Bf»Iij7U-AP>hP-5tcfe^T775 
VT'JUSfrtt&l^JJt* L, 77U ^—7 a Vf-*S 

^bsasiH]ssicfctNT«77 5 yyitebHrriczfr- 

[0 0 18] E2K, Eliro775775^46/ciM« 
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z<75>7?. umwmmmw, ntzmitmw. 

□ >hP-5. 1 4(*7 ? 7'J^— i/aVx-^HWfka 
W. 1 5ti775>7Vbgl©Ix-7Vk 16t±Bg 
*fb@», 1 7&ECMfFfi£[slB, 18tt*-f7, 19 

teECMPt5rl!l7U-A I D—xt^yyu&em® 

Bs 2 0liECMX'5rv'a-;H : S[Hl^ 2 114775 
>?VHI££|hIB, 2 2 ttSBHHkE C MCl|s|&?$ 

[0019] m2<DMwmmmwizts^T. ecmx 

I Dt77U*-'>3 >T-*©H»!J7l/-i I Dt 
*HS"3ttT *ST * 1 £ 1, E C MfftSlE) 
B, ECMB^J7U-AI D-X$5>7;WM3|h| 

B, *n»fi:ECMWiiHiB(carr s a»j:ya 

ECMr-^(7)^|iJ7U-iK I Di^T$-<7 
'vttT. $IV4fcECMffllsl&& ttBPA*K>2- 

7i-f7£#-5, ^ai5A N 6ECM-»^-y^x5-iS(c 

IS^U ^frSA7J?ftfcECMiy>£y77£EC 
MX^^iL-;b ( iii|H]B^6A7D5-n/c E C Mr-$0 

Pt#ai7u-.M Dt»js^T«a-r«. 77 

5>7;U^fg^IslBiefc^T^ tutoTE CMf-9 

;U^^tft^|IItc^?^ ^££-tifc775>?VU 
ECMBf»|iJ7U-A I D-**5V7;WMra 
0BK»r. ECMB^»giJ7U-A I D-775>7' 

7 5 v 7;btt<oAttttaiflt mzz 7 ^yyimo 

BKttHMlcE ven. Odd, Even, Odd<tS 
3lM40dd, Even, Odd, Even £3SHU: 

«4 l, #7 7 ^yy)\mtss^mmc7,^^ >?vu 
a©5swjff jb* *ar / t- a >t- yi v&m y ^ t, 

cfcECMT-^<D^|iJ7U-A<D I DC£te77y 
: >a>?-: *«DBf#|iJ7U-A I DflDffitJflSS-e 
T^ST^o Sfc, ECMB##SiJ7U-.M D-775 
>7VUSHfaiaBt4, 775>77trj775>7';l/^t 
ST-7VHC ECME|#IIJ7U-AI DZ»£fc*3L 

Tvzznsozt^yT'imicmtzmmzt^y 
7>\'m&77v*-i'3yT-$ittLmmci3:zm& 

E C M#J$[h]B?14, ECMB#»|ij7U- 
IlCECMf-^^ML, X^5>7'/U^£DlffSlCO 

*. ECMT-tozt^yjimicMtzmwtt. * 



<7T-is lti^77 5 yjiwtDWWMtomzm 

[0 0 2 0] #SfbSStcJ5l^Ttt, |2Tr-?A 
1, t-£A1\ 7-*BK x-^C 1 7^-r<fc'5 
K, loix±<D:i— tV*, \£.7*Ts.E<ryryi)JT- -y 

SflfcE CMf-^^LT 1 Offl*BS^fbT-*X h 

y-AiLTtB7DU zt?y7?£.mr. 
[0021] x?5V77©£7'ny?©lbmc-3^T 

|ij7u-A©«^i:^fi{bT-^x h v-juommmz 

[0 0 2 2] 11101c, ECMr— Sf©flt»i!l7 

U-A<DtM£, H11 lie, 77Wr-: >3>r-*© 
R4»iJ7b-A©«fiE*wr. HIOlcfe^Ts 3 0(4 
B#»IIJ7U-A I D, 3 1 li/\"-v ; a>T->yt 3 2(4 
HM<ry*J4—*s 3 3l4775>7Vl/^©ff$8?-25 

;U^©1ffSl4, Wmj«P£H®lirabl£]&K£^TIV 
*fb#«**lSBKr"PS*. -£H 1 1 Kfcl^T, 3 0 
14B3#!IJ7U-A I D, 3 4t4775V7 , ;b§|CDJlttfS 
S'JIfffi, 3 Slitf^*, t-TTjtr&EO)?— Zfttm 
■StlZyyVr-: ^a>T r — »4)1Mtfi8?S3. 3 5 
LTf> L fcgp^xti, 7s 7 5 > 7 7 ©7 
T-'J >r— >a Vx-^Bf^bSttSHBtcfc^T, 775 

yyfrzmTmmT&z,, §b#»iij7u-ai d{*77 

y^r— >3>t— 5»fe«fct/E CMx— Sta#tc 1 

H2(cfci>T(4, 77V *r- VaVf- 
1, A1 ', B1, C He 1-^5-3, ECMtcl-D-^O 
WySTStl*. HI OJC^r.fe^tCv ECMf-^O 

f / 1- a >t- >/ ^ : t , fcECM?-^ <ommi 7 u 
-<yj'r-$t. xt^y-fimtDiimttts. 7z?'j 

^r— > a >T~Sf<Df$#«|7 U-Ali, mi 1 K^f <£ 

[0 0 2 3] ^»b^BlCfcl^TS:n5©BCI»iiJ7U- 

SttT, 775>7'5l*FflM©7'7y *- */ a >x— St 
(Dm^»\7 U-A^L775>7Vl/^!f)H7, BWfbS 
r— 97l-y-^tti7J-r5o X^^V^'NOATJT- 
$^*Bf^fbx-^7hy-A^H1 2lc, 775>7 
5^5©ai7]T'SSBi^b^5r— ?Xhy-A^il1 3 
l^fo U12K33^T, 3 6, 3 7, 3 8, 3 914E 
CMT-^©Bt5jl'J7U-i»-C : ^y, HI 3{Cfc^T, 
3 1{*/^— 7a>T">M', 3 2ti1f$g^>v ; /r-^, 3 
4tt775>7VUgt©MttSSSiJifiS, 4 
->a >r-^ A 1 ©B##S!l7 U-A, 4 1 ti7 7 7'J 7— 
-> a >x— * A 1 ' OBf»IU7 U-ATS«o 
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[0024] HI 2lZ7rtt%mtT-Z*hV-l±tt 

£>„ X^5>^5lCfc^Tl*Bf^iij7 U-AiSH3S&f<: 
331>T£B##SI7 U~A© I D*KSU I DfrS E C 
Mr- £©Bf#Sll7 U-A*«tB U M'— 7a >r>,K 
£flHKV5>'$--$r*BiyttJ-f. 3rf3 6© 

«s»M7 u-xv3S«ttta*n*. B#»fj7 u- ap > h □ 
mm? u-akiisss * y §tt<t ofcn «-r 

V3 6 (0e»«|7 U-^<3!)g3SflHii(4«ea 

3„ 5WcB$iMM7 U-LJHfflalBM* 3 7 © E C Mt-$ 
®l3#§J7U-A*tttH?-«. CCTP, ttBtttBL^* 
E C M 7-9 ©/ aVt>/Wn-2T'$ofc 
<hr^o 3 7©ECMx-9©BfttiiJ7U-Ati, flM 

-r ffsaraao/t-s; a >r >/ tosfctf n 

- 2 # 6 n - 1 til«ttT**<0?s i$#l'J7 U-A=1 

[0 0 2 5] Hi 6tcx^5>7;l/SI < iS7 1 -7;Ucfc 
^y^i^mmm^-y'Mt. e c mx-$©b§#|ij7 u 

-A I Dftlc. **7V7>*frW-3»*flW*7'yfr- 
->3 >t-*<DI5#*|7 U-.M 7*5>7;Ug| 
£, /*~73>t>A£, X^5>7;l/fflt7)«tt^SiJ1f 
S**tl6S-BT*SLTU>*. f3#SJ7U-AaVf-P 
— ECMf-^WSJ7l/-i I Di/^—73 
>T>An - 1 *<fe£lc, X^5>7Vl/^«S7-7;b 
#SX*7>7>*iW*^77 , y*-5/3>T-9 
A1, A1 '©I D<t, 7?577;bg|Kn-1 <>:, 7. 
^5V7*;Wi©JBtt«SiJflMB0d dSBWU 

—> a vx-^Bw^bJoaiaBicaw. 77y -r— > a 
y t- $ mm tmmmmt. t 7 7 y 7 a > t 1 - $ a 

1, 33<fctfA1 '©BS#*J7U-AfcSLaWKofcX 
^7>7/HKn-1 £ffl^T795>7;l/£6H7, 7 
^5 V7*;WB©Htt«»J1f«0 d d tttokT-fWr-*/ 
a >x-9©Pt»iU7 U-A<Dffit©S!«fc»*&fc. 
[0 0 2 6] H 1 3(DSSmtm-^7. h y-AKfcl^ 
T, Z^>7/U£8E**lfc77y$--->3>7 r -*A 
1*4 0, A1 '*4 1T*»T?«B»(t*LT^r. 3 

4 a, -7— > a y'r-^mmmmmmzts^T 
77<j a y?-$<m%wn u-a*k«^&£ 

T, ECMBf#IiJ7b-A3 8K^Tt,7.77>7;l/ 
i?Kn y 4—7 a A 1 <t 

IM1 '^7n75>7/I/**H^, 7-75>7VU^©Mtt 
MEyflMHE v en?M77-'J>r->3>f-$^ 
«7U-AflDff«©1WWc»*at?. J-XP#t[il1«(cLT 
ECM©S##il7U-A3 95&^HiLT7x77>7;US 



97. h y-AtCfet^Ttt, E C Mx-9©Bf#|ij7 U- 
A3 7, 3 8, 3 9«ftH&U ; ?"*ltCil<7 7 7y>r- 
73>x- 5'©Bf»|iJ7U-A©'5-6v ^©ECMx- 
9lc^jS-T5t)©lcStfU ECMx-9©^IU7U- 
A3 7, 3 8, 3 9U:#$*lfc7x9577/l/!l©1i$8* 
J3l/>TX7 5 >7Vl/#Jfc£ tlTl^So 
[0 0 2 7] Hffi6#J2 

2 ©JMtflHE-^TKE*-*. £ 2 ©$ttftlc£ 

t^Tt*, ^Wkx-^z h y-A±©F^a©77y r- 

->a >x-9©Bf»|ij7 L/-AK#3jti*X9577;b 
St©Jltt!£SiJ1ffBfrS, ^77Ut-->a>r-$fl) 

e»ii7 u-Afu«-rx75 >7*;Mio«»*««mi-r 

[0028] ea 3 k, m2©^ffiwefcHt^ftJ!Sfii 
©«jSH*avr. H3icfe^Tv muzmmmmit 

©ffi»*li, B 2 7tt^WJ»£«rtfcEiI* tlTV 

LfcjSfcS*. H3lCfe^Ts 4(iHli«lJ2{CfettS7 
75775, 5tt*ffiffl2(i£tf3«m.l«l&flL 2 
4 teUM 2 iZtSliZm »I'J7 U-A^llHlK, 2 51* 
Ha«"j2lefctt^Bf^|ij7U-A=l>hP-7, 2 6[* 
Xttfl2(c£^«7 , 7 , y4--: fgVT- SfBg^fbfflSlHl 

ss, 2 7ttn^j2icfent^x^7>7Vi/@^ax-7 

;k 2 8 liUffi^J 2 Kfctf* E C MR»1I7 I D 

V^U^ISIhISS, 2 9 [±Hi«i#lj2 tefctt^ E 

o^TttWTTKWrs. ^©ftf3©7P y ^ttS6««U2 

t^«iE»frr*fea6 % h 2 tin i;w**firr . 

[0 0 2 9] H3 69ttnmfl3aic&^ ECMX 

**j3.-i\,wm&, simfbECMvsEi^ 7^75 

?as*. ecmb#»iij7u-a 1 D-xt^yyimm 
mmmzts^T. mmm2Titx^^y7imom^.m. 
%mmttt$ $ ft* ^7 5 >t 7 oiiit- 7 

Jl^lTf- E C Mx~Sf©B##Iij7 U-A I D 
<!:, *hfc»£-r*77U*— >3>r-*0B»$HM7 
U-AIDt, WyyflWKDfflRbZ. ECMffi 
miEllST'l*, E C MB#»IIJ7 U-A I D-7,?5>7 
/MB«ai3»?WlLT^*fl!«*»tc E C Mt-*S 

9'r?lcfc^TF/rM©7 7 7y ^r— > a >x— ?©B$»»J 
7b-AStdSLTl^X^5>7;ba©MiTtD§F^ 

[0 0 3 0] H2©H^JtcfctNT, ^Sik^Sli, 1 
■3«±0)*-T-f tff f ^<!:©7 , 7y'7— -7 a >r 
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-77. f- 'J -L,t LTd&jl L, MttMBUI* Stifflttfett 

[0031] ■imiiHmaia^^^^^tt^sA 

7y'J J r-*/a>T : -$<D9§-ftm7l'-k<D I D£JtJS 

mzmmtZo f ^Mb^frsgtr/c*^ 

-■ >/aVx-4«oe»|ij7U-A*afflU 77'J*- 

n. Odd, Even, 0 d d t&ZWZOd d, Ev 
en. Odd, Even tSS(c«»*T, 

[0 0 3 2] 775>7'5©ib#IHB^i, 014, HI 
5 K£«bx-77 H U -A<0*fiE«|*S LTff -5. £ 
fc, **!Sfl!-pH\ 77^->a>x-^AK A1 

' ©fifcO^T©*^*. HI 4&775:/7' i 5KA 
7J£ft3*Bg^fcx" $>XhU-A«3%U 4 21*77° 
■J S> 3 A 1 ©B##i!l7 U-L,, 4 3 1*77° 
'Jt-fa>f-$A1 ' ©B##Iij7 U-A, 4 4t*7 
71; /r— > a y 7-7 A 1 ' (Dmmiy U-AT*£3„ 
H 1 4©5fcBf^{b7-77s h U-Att6fJ<DRS»l|7 U 

lEfi^Ttt^»*J7U-i*E«0HHc:fe^T*«»|iJ7 
U-A© I D*H»U I DfrZTyiJ*-: i/ay?- 

^7v^m©jitt«BijflH8*Biyaj-r. eh 4fc£^ 

7t*, $^42 077';^— >a>x— ?A 1 ©Bf#l!l 

—> a >7-$ A 1 ©Pf #107 U-^tEd**lTl^cB 
ttJK3'J11HBfl<E v enTSoftttS. S#»»J7U-A 
□ >hP-7ti, 4 2©Bf#Iij7U-A©775>7;U 
@<7)®tttiSiJ1f fBA^Mia^ai LfcH U77°>; >r~> a > 
x— ?0ffl©Bf^|iJ7U-A©MttMSiJ1f?gE vcn» 
6 O d d lc«J9tooT^« C t cfc »J 7x7 5 >7;U*0«J 
»**«IUU 77^>7;bS^S7 : -7VW6, 77° 
y-7-->a>7-7©Bf#«|7U-.k I DKS^TT. 

t^yyimzwmtz, hi 7 k, «2©£ttfti(c£ 

tt3X75>7Vbtl©3I7-7VU©775>7Vl/gi1ffB 
Otttt-ry - v'HS^f. 77 5 >7Vl/fflgSx-7Vb 
[*, X75>7VU£*H73ttf*©77y >7--7a >7 
-*©Pf5ri!l7 U-A I D(DiSfi«lC, E C Mt-*<9 

Bt»iij7u-Ai D,t, zfyyyim&vmrz. m 

#fj7U-A=l>HP-5li, 77<J*~: >a>7- 9 
A 1 ©Bf#»J7U-.k I D^tilC, 775>7;US! , » 
Sx-7VU^6, BU@ffll^c7x75>^;bSKn-2© 
*©^7>7;Wi?**Kn-1*«fllU 77)* 

— > a vx-^nt^bJaaiHiBKar. 77y > a 



>T-*H»4tSMIIa]SH4, 77"'J^—>a>7-$A 
1©^#J7U-A^L§ltlXof ; :775>7 P ;b^K 
n - 1 £JS^T7.7-5>7VU£!bH7£o &{CB##l!l7 U 
77^-->a>7-$A1 '©f§# 
*J7U-A4 3*ttffl-r«3fii"» A1 '(±A1ilUC77 

"yyy'imzmmtzyyj > a y7-9<r>m£t& 

STiDStooTt^l>fc46, PU:<X77>^USK n 
- 1 *Et v rX*7V7 r ;l/*DW. B§#JM7U-i*ea 
SSSli, [W)«t!:LTffi©7yy'r— >a>x-^©Bt» 
W7U-i**^<oil«tllLfe*t, 77'J^->/aV 
T-7A1 ' ©P##SI7 b-A 4 4 Stttt U 5f #|!|7 
U-^zi>hP-5lc33^T775>7Vb^©SttiSSiJ 
IMtfEvenfclJWto-aTl^CtfcttfflU 775 
V^WBSKnKfflSXTX^^V^USJfr. HI 5 
©Bg^fb3l7-7X h 'J-AKfcl^T, X75V7VI/& 
ffi**lfc77°U'7-->a>7-7Ai;£4 5, A1 '* 
4 6 T*SM8T**IISH*£ LTSr. J-XT©7-7 7 h 'J - 
A±tcfc^Tt|5l«lC777>7;U^©SttiiSiJ'rt$g© 
SfWEBtJ^TX^ 7 V7/W&&WS A*. ttXD77>J 
->3 >7-7©B##f!l7 L/-Ateoi/*Tfcra«?* 

So 

[0 0 3 3] M3 
H4{i, H2©JSl©*ttflfcSW-**77>77£« 

«#»jffligs©^^^to^o^g$ijfflffl77 5 y 

75 1, $Bfc£ra6tt3£ 3 ©^»©3SflMfl&B 

5>75TS«o Kieoxunwum 

iH»K«*mf o T WcT. 7 5 > 7VHt©?&£, ssses * 
/c7 7 5 > 7VU^ <t fl-gflfr 5 A*j*nfc«ffl <!: ©WJS« 
tft<gm. ECMr-^OfKWt 775>7'5^t 
oT^/£Bf57lij7 U-L,©^1, VTVUttEHT 
51116©^, ^Lfc1ffg[cS^<775>7VbS!ia 

*m%mmz? 5 >75 p«g©§7p y 7 ts^xf^mm 

Wim 2 Kfe^TBffl LfcfeOt Bl irBrffcScf Sfc46, 

lei i:iw*ottT c c 7iiw»«fri. 

[0 0 3 4] *Sf6«lj4 

H 5 (* % B 3 ©S 2 OMMlc^««ttWJflHI(ctla 

wnfir* f -r ? <t x 7 5 > 7 7 ^ waff«y»sii©«Mg 

^^fc-tJ:J#oji^§$iJffllffl775>7 1 7<!:, ^SfbSS 

^6S5S4©«ffi«y©^fltflj$ia©sifieEiT*s«o m 

5 tcfc^T, 7 tiJSttHESiJIf iS«l)Pafg«?7<^^t 
oa^$ijaiffl775V7~5T-$So *H»^Jlcfc^T 

a, » 2 ©ntt«y-?wiDswai«a#fT-3 tc^x 7 5 

A7J * tifefll « i: ©St JS«W t ©S, E C M x- 7 ©# 
fiEH<b, JBttWSiJffi fS«in««$^ <f*tffi?z»lt 
7 7 5 >7;ua©Ji1tfSSiJ1tf8©7 7 >J i/ a y t- 
^©^i^u-A'N©^, x75v7;uii©Mlff«J 
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mmmmymt. xv^yzr^m^T^tc b$#si y 
^5(cfe^Tfia. jHttttBHt flttMM&fra* 

HbSSSlig] 3 KfcwiHil LfcfcOiB l»WHrT* 
[0 0 3 5] HSS0IJ5 
o«f£££fi<bgB<*»g<!: LT^WbigStf^o** 

©atgicitjp Ltc^mimmt. mmmtmm^r 

TWcT^'J *r-*s a y=r-$£ ECM x-SCBftfSJ 

okiil w^yyimi.zmtz'm.vmi. mmLk 
mmzm-3< x* 5 yyimmmzzt? yyjum% 

«re£kof.»b£SF*9©&?P y *S<fclfWJO»M» 
SgBfiH 2 Icfc^TBiBfl Lfct,<D<!:P UttfHrt"«fc 

[0 0 3 6] *ffi«6 
HI 7 t* s H 3 (Dig 2 <DJttttt££tt3flttK&Jffi&^ 

wtmm$j*tz<7?y7?<Dm-owtm. 

sfcteSfflflsBoMg?**. huk^t, 9 a 
x* 5 v^MtntMtawjif «fttta«M^$ * -r 

ttfll , r*Bfb8BtffT-3T^fc7 , 7y "> 3 

t e c MT-tomftm&mitmt. u&mim mmu 

«Btt** -f ^jfWr-sT^fcX* 5 V^WBDBttBffl 
It BflDT^'J 4— -> a >T-*©B^iiJ7 b-^OS 

BtBtt«S'JflHittliP«Btt**'rT*t,o*B{bBB 
Kfe^Tfr3. *^«<D**5V7rt/BBtiBttBHJ 
1f ISttiPSrett?*^ 7*t,o^Bfl«Brtfl!)»7P y 
9£<l:tfWmnBtBI& H 3 lEfetvOWJ! Lfc t.® 

[0037] mmm7 

BttBfflti£B®&-3B£& ^mimmommt lt 

£Wb^g*3l5®<itgKiiJjP LfcB 7 ®£ttffl(c£(*3 
MIJglOlilT'SSo ®8tcfe^T, 1 OttBtt 
BSJBBBt 5 >^;l/«B**,o^Bfb»B?* 



*»ttffilT?ttBl ®JM®B<mj»gB#?To 

at^»*67J3*tlfcflWltfl!)»(Stt^t«l, E C 
Mr-*©ffjj»t % £B{fc«Btf froTl/»fc77'J ^ 
— >3>x-*i:ECMT-*0^|iJ*«{b^<!:, X 
*5>?7#ff oTl/tfcBiliHM? U-^OEB, 

BBthX^V^/UBBfcfcoMMbBBfcfcivn? 

oo *mmm<DMwmmmmt 3 yy'imm^ 

o£S{t8firt®#7P y * tt, H 2 Kfi^TKW Lfc 

[0 0 3 8] HS&AJ8 
H9& H3lcsr»2(0B«ffi|(Cfi^5 % HttBBtt 
MBBtt**'!'?** X<?7>?'5<!:, BUBfflBSB 
®&o$re£. $B<k£B®ttB£ LT^WbUM** 
aB&KiBjM Lfcfg 8 ®BBB(<:£tt33gflMI !&B<Dtt 

figgi^jfeSo H9itfciNT. 1 1 imwmmmmtm 
ttBSUB fsttjipsrett* *-r^tx*3> 7/ubb**> 

•3#B{b8fi-e**. *5feWB?ttSI 2 ®»£0iJ®ggt;i] 

tttt<tgs> ECMf-^oMti, zmitmsm 

z>T^tcTyj^-i -/ayT-Zt E CM^— 5f©l^» 
ffl*Bfc»£. BttBfflfliattJiP«ll6tt**-f73fii5fTO 

TvrcZ75 y7)m<Dm^mm^(DT7>j T-y 3 

BOflJBHBOlWBBtv X* 5 V^/Mto TffcB 
^I'J^b-L.WKII, ^*5>r;UBO«JB*©Bffl, 
X*5V^;W*»^J»BBtattBSiJ1fattlinB 

&ttz**^tz?7y7'imitz*$>-3£mibmmiz& 

l^Tff^o 4^B®B«B«dBttB^BttBai1ff«tt 

jp^rett* *^^tx*5> ^/ubb* t, -o^witrnw. 

5= 

[0 0 3 9] HJS0J9 
H 1 9 tt, g| 3 lE^-rm 2 ®Bffi0JlC&tf%B1£BS'J1f 
^ttiP^rett**<T©^o^re^, ^BfbBBOBB 
t LTm^SB*3l»DBtg(cBAl LfcB 9 OBBBK 
£»t«3lfll«JBBa}BfiEB?«S. B19K£^T, 5 
4 ttBttBMt ISttJ)Pa«gtt* * Y^^#o^«{bSB 
T'S^„ *I»JT'I1 B2(OBBB(OBttB8U1ffBtt 
BBBtt$^'T7Tff oT^X^7>7;UB9)K1K1 
BBB©B3ft. fmpyryVT- 1 . l/a >t-*0MQW 
7 U-^©X*5 v^;WB©BttB9Jfll ieottJP^^ 
BttBS'J1tattMBBtt**-f7*»o*B^BBJcfe 

#7P y * lis M 3 tcfe^TKW Lfet,©tB UBf«E 
T^fc46, ntWMtoWTCCTttBWitBBr*. 
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[0 0 4 0] STcs U3*LT<rt:L\tf. H2, 04, H 

6, m8-?mwLtcmmmis 3, 5, 7itfcws3ifi 

BttW3!lfll«*i8aitLaLN*W«|"£,#jlS*l*. 
»£tt^^.l»8B©BSSNM7l'-.k I D-773y 

1fflB{*s *ECMT f -*©B3#ai7U-.M Dt, 

^b&ynas&te, *r-\ v 3 >f-jKDH4»j7 u 
kilts 7,o^y-}=>ftz>fthi£ft.%TW>T-=;iiy 

[004 1] *»Efl^*ft*->*^i»flMt(S 

IH1 8Kfclv*\ 4 7ttffl3aSJB, 4 81* 
jMflJsffliJUB, 4 9tt££& 5 0 tigfMJgS, 5 1 
Ii77^7>77> 5 2U:$B^WslKs 5 3tiT 

4 8<D3flMHSB& CC?tt*5SW(0« 

yy^ i £«8S£i0£B2«?nr3#, coffino** 
Tcn6©7 7 ^y -7— > a y7- J ?*v§ftmz$>w.it 

U WSeM«£1I?fft$LfcE CMx-^<DBt7Tiij7 
U-Z*£ttLT\ 1 OOjfcBg^bx--**. h y-i^t L 
TttJ7D"Ti.o X9^y^itZ0^«mit^-^Xh'J 
-i**SW\ X h y -A±©I$#SI7 U- AlE^Sft* 
7^7>^;HIKHr*if«*«HJU ttfflLfclWBU: 

#jsf 5 y-?)m*m^T7s'? z> yynzm u 
ti^o sflfljsiitt, eas**iT*fcnnwb»7hy- 

[0 0 4 2] HSS#lj0^m 

(DV]W7L*&nibW:<DT : -$7s h l J-/ 4 ±T'X77>7 
7#»fflf*«fe3J5:U tttaLfc*©7*-*aHJ-.Z» 



yj)m<»wmxt$,mikm>7-*7, h y-^±T0D 

TcOlC^Z7?y7'im(D'nmZ%h,t£ECMT : -$ 
£o*ztm±*tlZ, SfoTSfflfliJgST'ttT'^y 

[0 0 4 3] Sfc, fieRtt, SSflMJSBfcS^T**^ 
V^/Wtex-v ?X h y-A±lC^$tl^X'75>7Vl/ 

3i*tiTtfc^sfbT-^x h y-A±ox^7>^vu 

> ?VU£<§? < <!: l^o fc <fc ^ &B£#gfifl!lgBl3Bl7 6 
V^/MBOflW^t^afbx-^X h- >J-k±1?<D77 

^yy'immmcomwxt Tfm^msrt^ z. t # 

[0 0 4 4] 3rSfc, *»JK Sffi0!l2, *B£<5IJ3, 
7, m&m 3 fc«fctf 4 KfetNTtt«W«M«lffl^^ 5 V 

7 ^ ■zmmtz z.tiz£Vs &mmws> t ammmz 

[0045] 

raw©**] *»wowiffliii«fe«fcU3s«3&ai<:j:ft 

«; ^M{bgM7-<7)jaiSBtF^(J:tiif HflU^ m^y7 

\m^m<m\\&%mm<r>T- / ?-7, v >j-k±T-77 

y -^±t©x ^ 5 > ^wiit «tc»j«r ^ x 7 ? y 7 
im^m^TX73yy : y^77^y yiv^o iztiz 
i y » simcT. 5 y-jMummx t %mm&?- 

*7 f- y-A±T-<DZ<77y7;UeiflB©^Sx<!:T^ 
[H 1 ] *«W0777>770H?$4. 

[0 2 ] *§P£© 1 HMwiiifi^f jgaonTSs,, 
[S3] 1 nmmomm mmmw.<om?&z. 
[U4] *iMi«)isiflMa)atflimgttB«»?««. 
ra 5] *%mv> i «n«g©sifijBffiisii(0H?«% s 
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[H6] 1 *mm<o&mnwmw.(DB?3oz 0 

[08] *^W<01IISS«!l©jllflgfJgM©ilT£5o 
[H 9] *fgP£<D 1 «tm«NXfllMNm«XB?««. 
[010] ECMx-^©^Sij7U-A©1f^«fi£fJ 

[HI 11 T'T'llfr-S'aVT-^flMMMDb-.k© 

[HI 2] WlOjMSffliKfelta^^^V^^A** 

[01 3] «1©SaifilKfe^«X^7>^5*«6liJ* 

[HI 4] *2©WIH(c£tt*X*5>77'\Aatf 

[HI 5] «2<0*li«|Kfe^5^^5>7'5fl»6ai* 

[H1 6] WlcattfltEfcttSX^V^UWRlT 1 
-7VI/OX7 5 X7 5 >7Jl*fcHf *1t IS 

©flMftf^-^HTSS. 

[Hi 7] mKDMffimic&ifzzt^yj'im'gmT 

[HI 8] *56Wfl«ffl*h*iifllS/^x^^#fl!)«a 
0T*£*o 

dbi 9] 4^oimw)^jMnn«>HT» 
KSM-segjesiapsK 6 ■■■wajsaiwi**?:/:? 

#J*ffl**5>7^ 8-X^5>7VUa^to^M 

ikgs, 9 -^^5 v^/wtflitJittHHUf af^nwg 
tt**<f^*fco£«b» 1 o-wommiJ: 



MB&HttMl SttinaiBfir** -T 7 <tX? 5 >7> 
■IHoMftO, 1 2-fip»iJ7U-UHa0 
SS> 1 3-Pf#|ij7U-A=iy hP-^ 14-77'J 
^— S/aVx-r SUWHbUBIgMk 15-^7>7)1/ 
■Kf-^k 1 6-BH^bHB, 1 7-ECMfBS 
I3& 1 8 -$-<7, 1 9-ECMB##l!l7U-A I D 
— X7"7V7Vb@«S[s]^ 2 0-ECMXtv i J-;l/ 
Wm»s 2 1-X*5V7;WW&£0HL 2 2-*« 
^bE C MiaiH]K> 2 3 •••HttWSiJ1MMtinttll^$ 

*\ 2 4»-jittfl2fcfctt*B^j7u-^!ea0 

SS> 2 5-SUifi|2KfiW-S^»SiJ7U-AaVhP- 
7> 2 6-^ffl«lJ2tcfctt^77 a 'J'7— >aVx-^Bg 
^bWSHe. 2 7-jaHH2fcJ3tt*X*5V7/Wi 
HT-7ik 2 8-"Mf50j2tCfctf£ECMfl##fij7 
U-A I D-X^7V^;W1»S0»» 2 9-*ttfl!2 
Icfctt* E C MX^a-JI/WSHB. 3 0 -Bf#iij7 
U-A I d, 3 1 ■ ■rt-*Ja>i-yj^ 3 2-flM'f V 
5>*— 3 3-X75V7;b@Olf«i, 34-X75 
V7/UH®JBttWSiJflia» 3 5 -77"'J > a >r- 
*0flWKS«» 3 6 ••• E C Mf-: £©Bf#|ij7 U~A. 
3 7 ••• E C M7 ? -^0Bf»ilJ7 U-A. 3 8-ECMf 
-*CDBf#fil7U-A, 3 9-ECMf ; -^<DBt»|iJ7 
U-A, 4 0 -V&m£iff7-7iJ *-*/ 3 Vr-* A 1 <D 
Bf#fJ7 U-A, 4 1 ■•■K»fb»7 , 7''J > 3 >x- 
5AT fl)P§#iij7U-A, 4 2-*B§4f<b7 7 7 l J'7— 
-> 3 >x-* A 1 0^4»J7 U~A. 4 3 -JfcRg^bT 7 
7"^->aV7-JA1' ©Bf#S'J7U-A* 44- 
^mtT^J -> 3 >r-: ? A 1 ' £>Bf #fj7 u- 
A. 4 5 •Bi^b^7'7>J^-i/3>x-^A10[)«» 

iiJ7u-a, 4 6- sgmtmT-fvr-i/ayT— *a 

1' OB#»SiJ7U-A, 4 7-»3SJB, 4 8 -iHfiJIffiiJ 
3HL 4 9 • 5 0-KMHI, 5 

5>7^ 5 2-»S5MIHH. 5 5 
4-*ttfi|9tc£^**«{bSH 



[HI 0] 
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